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SERVICES AND APPLICATIONS

billing processes for IP services.

support of business innovation projects.

The Exploration Programme “Customer Care and Service Management Plat-
forms” deals with technologies and processes providing ways for Swisscom to
differentiate both in Customer Relationship Management (CRM) and in service
management. In customer care, the work is concentrating on multimedia web-
based customer contact centre technology and on customer behaviour analysis
using data mining techniques. Concerning service management, a platform pro-
totype is built aiming at a radical simplification of 1) provisioning processes — par-
ticularly for QoS based SLA (Service Level Agreement) management — and 2)

With its Exploration Programmes, Corporate Technology is exploring telecommu-
nication technologies and new service possibilities with a long-term view of 2-5
years. Further, the expertise built up in the course of this activity enables active

he demand for IP Virtual Private
TNetwork services (VPN) for SME’s is

expected to grow in the future [1].
For the large number of SME customers,

automatic IP-VPN service provisioning is
very attractive. In fact, it saves opera-

VLAD BUCURESCU, LEILA LAMTI BEN-
YACOUB AND JOHANNES SCHNEIDER

tional costs for the network operator
and allows quick service provisioning.
Today, IP technology is developing in a
direction where the support of services
requiring guaranteed QoS becomes pos-
sible, thus complementing data services
based on best-effort transport. The IETF
DiffServ Framework is a major effort in

this direction [2]. These developments
will allow the offer of applications requir-
ing QoS, such as telephony, video or
multimedia streaming, web-based
e-commerce, etc., on future IP-VPN's.

A recent tendency of telecommunication
network operators is the “decomposition
of the value chain”, meaning that differ-
ent business aspects, such as network
wholesaling or service retailing, are run
by different units or even different com-
panies. In this context we use a model in
which three independent business roles
are involved: A Backbone Network Oper-
ator (BNO) operating an IP network, an
Access Network Operator (ANO) operat-
ing an access network, and a Value
Added Service Provider (VASP), operating
a virtual IP network (fig. 1).

VASP Virtual IP
Network

- -y

Customer

A

SLA (Customer / VASP)

A

Value Added
Service Provider

A A
SLA (VASP/BNO) SLA (VASP/ANO)
A 4 \ A
Backbone Access
Network Network
Operator Operator

Fig. 1. Involved actors and their relationships in the IP-VPN service provisioning chain.
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For IP-VPN's to become a mass-service
for SME customers, automatic, fast and
efficient provisioning is a key success fac-
tor. Services such as IP telephony, video
conferencing, or multimedia streaming
on an IP-VPN will require QoS guaran-
tees. The ability to guarantee QoS values
in Service Level Agreements (SLA) with
the customers will therefore become a
competitive advantage.

We have investigated service manage-
ment aspects of IP-VPN's with QoS sup-
port, adopting the perspective of a Value
Added Service Provider. This latter buys
bandwidth from a broadband wholesaler
and sells IP-VPN's to final customers. The
work gives an answer to the question

of how to fulfil an SLA for a new QoS-
oriented IP-VPN service.

This article concentrates on three as-
pects. The first one deals with the rela-
tionships that exist between the involved
business partners, i.e. final customers,
VASP, BNO and ANO. We mainly focus
on the Service Level Agreements estab-
lished between the VASP and the BNO.
The second aspect deals with the defini-
tion of some mapping rules that allow
the VASP to translate application quality
as required by final customers into net-
work quality classes supported by the
BNO.

The third aspect concerns the develop-
ment of a Graphical User Interface (GUI)
allowing the VASP to offer the IP-VPN
service to SME’s.

In the new Swisscom holding structure,
the BNO and ANO together correspond
to the Network Services & Wholesale
Unit, whereas the VASP corresponds to
the Units Consumer Com or Enterprise
Com. In addition, an external company
may play the VASP role and compete
with the Swisscom internal VASP.

QoS enabled IP-VPN'’s provided

by a VASP

Relationships between Involved
Providers

Assuming the above-mentioned value-
chain decomposition, the business roles
and the relationships between involved
providers have been identified. In addi-
tion, the interconnection points between
them have been characterised in terms
of SLAs.
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Mapping of Application QoS into
Network QoS

Customers running multimedia services
over their IP-VPN are interested in get-
ting a guarantee for the service availabil-
ity. This availability depends on the net-
work quality delivered by the DiffServ
framework. The required network quality
parameters at the IP layer, such as guar-
anteed bandwidth, loss, delay, and jitter
(delay variation), have been determined.

GUI for IP-VPN Provisioning
Web-based order entry through a GUI is
a method which allows efficient provi-
sioning of IP-VPNs for SMEs. This GUI
has to include the topology of the VPN
and the applications with the different
supported quality classes. A prototype of
such a GUI allowing to demonstrate
clearly its required features has been im-
plemented. Such a GUI may be used by
Swisscom staff or directly by the cus-
tomers over an e-commerce platform.

Results

Relationship between Involved
Providers

The business model considered in this
paper (fig. 1) has been proposed by the
TINA-Consortium [3]. It defines the busi-
ness roles, the management domains
and the interactions between the
involved actors.

The role of the ANO and the BNO is to
operate the access and backbone net-
work and to provide wholesale network
services to a VASP acting as a retailer. We
assume that the BNO operates an IP
backbone on which it offers several
transport qualities. The VASP buys large
amounts of network capacity from the
BNO in order to interconnect its different
strategic locations, forming a virtual IP
network. Moreover, the VASP has to
make sure that customer sites are con-
nected with an appropriate access type
able to support the necessary perfor-
mance for the requested applications.
The VASP buys this service from the
ANO. We consider different access tech-
nologies, such as ADSL, HDSL, ISDN,
Cable TV, Leased-line, GPRS, UMTS etc.
In fig. 2, we present the relationships be-
tween the considered actors as well as the
Service Access Points (SAP) that define the
responsibility domains for each of them.
The BNO provides the Backbone SAP's be-
tween which the transport service is of-
fered to the VASP. The ANO interface with
the VASP allows to connect a customer
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Fig. 2. SLA's and SAP’s between involved actors.

equipment to the backbone through an
Access-SAP. Finally, the interface between
the VASP and the final customer is called
Service-SAP and can be seen as an
Access-SAP enhanced with services. The
customer interacts only with the VASP.

Service Level Agreements

An SLA is a contract between a provider
and a customer that specifies service lev-
els in terms of performance and reliabil-
ity. Generally, a successful SLA contains
multiple components, each of which
contributes to the definition of the ser-
vice levels.

On one hand, there are network service
metrics which include network availabil-
ity, delay, packet loss, connection fail-
ures, etc. On the other hand, there are
two main application performance met-
rics that are important to the final cus-
tomers: service availability and applica-
tion response time.

The VASP has to consider the capacities
of the BNO in terms of network quality
classes before offering service guaran-
tees to its final customers. Mapping rules
between application and network quality
classes have to be defined.

Another issue is that service requirements
can be specified by the customer in non-
technical terms, such as: “I want my calls
to go through quickly!” or “I want my
calls to sound clear!”. For this reason, the
VASP needs to translate these statements
into measurable parameters.

SLA Types between VASP and BNO
Between a VASP and a BNO, there are
two types of SLA's that could be estab-
lished between Backbone-SAP's (fig. 3):

— Point-to-Point SLA: In this case, the
amount of traffic in each direction is
specified explicitly between all pairs of
SAP’s.

— Point-to-Cloud SLA: In this case, the to-
tal traffic volume entering the SAP,
called Ingress Committed Rate (ICR), as
well as the total traffic volume exiting
the SAP, called Egress Committed Rate
(ECR), are specified for each SAP. The
traffic defined in an ICR can reach any
other SAP as long as the maximum
agreed volume is not exceeded. Simi-
larly, the SAP is able to receive traffic
from any other SAP as long as the vol-
ume is below the threshold specified
by the ECR.

In a DiffServ IP network, two quality

classes have been defined: the Expedited

Forwarding class (EF) and the Assured

Forwarding class (AF) (see section “Diff-

Serv Quality Classes” for more details).

The choice of an SLA type can be done

based on the network quality class and

its guarantees. As an example, for the EF
class, a point-to-point SLA seems to be

appropriate, while for the AF class a

point-to-cloud type would be more

adapted. Generally, the point-to-cloud

SLA type is more appropriate and fits

better to the Diffserv paradigm.

Mapping of Application QoS into
Network QoS

At the network level, the BNO can imple-
ment the DiffServ framework which cre-
ates several transport quality classes in the
IP network. A transport class is specified
as a vector of parameters including the
quality factor (e.g. delay, jitter, packet loss)
and the quantity factor (e.g. throughput).
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SERVICES AND APPLICATIONS

However, using only these DiffServ defini-
tions is not sufficient to guarantee QoS at
the application layer. Therefore, the VASP
has to define mapping rules between ap-
plications and network quality classes.

DiffServ Quality Classes

DiffServ defines two network quality

classes: the EF class [4] and the AF class

[5]. The traffic forwarding treatment in

the routers is based on a tag in the IP

header.

— EF class: its purpose is to provide a
guaranteed bandwidth supporting
strict QoS parameters (delay, jitter,
packet loss). This class can be used to
provide an end-to-end “Virtual Leased
Line” type of service. It is suitable for
any packetizeable traffic that currently
uses fixed circuits (e.g. telephony,
broadcast video distribution, leased
data lines). Multiple flows can be mul-
tiplexed in the same virtual leased line
and be assured a high level of QoS
guarantees.

— AF class based services are able to sup-
port either a relative quality (better

than a certain class, e.g. “better-than-
best-effort”), or a mean throughput
over a specified period of time when
congestion occurs. It can be used to
implement the so-called Olympic ser-
vices, which consist of three network
quality classes: bronze, silver, and gold.
Packets in the gold class experience
better network conditions than packets
assigned to the silver class. The same
kind of relationship exists between the
silver and the bronze class.

QoS Mapping Rules

We assume that the VASP owns a fully
meshed virtual IP network made up of
nodes interconnected through end-to-
end IP tunnels. Each tunnel belongs to a
DiffServ network quality class and is
characterised by QoS parameters and a
maximum throughput.

The IP-VPN service offered by the VASP
has to connect customer sites in order to
transport traffic belonging to different
applications (e.g. IP telephony, video-con-
ferencing etc.). For this reason, the VASP
has to assess customer needs in terms of

SAP 2 SAP 1 SAP 2 SAP 1
-
ICR

—
ECR

O,

SAP 3 SAP 3

Traffic matrix between ICR and ECR specified for
all SAPs specified each SAP
= ST R

Fig. 3. Point-to-Point SLA (left) and Point-to-Cloud SLA (right). All SAP’s are backbone

SAP’s.

Fig. 4. A snapshot
of the GUI.

application quality classes and through-
put amounts between all his sites.

To translate quality classes from the ap-
plication to the network layer, a series of
tests with some widespread applications
has been carried out within a Eurescom
project [6]. Tested applications have been
classified into 3 categories (table 1).

For each application category, two qual-
ity classes have been defined: premium
and basic. A user can choose between
them depending on his requirements.
The two classes should be defined such
that a user will always perceive a differ-
ence in service quality between them.
This allows a different charging model
for each class and leads to better use of
the network resources.

Based on the measurement results in the
Eurescom project, and taking into ac-
count the available network technology
(MPLS, DiffServ, and traffic engineering
techniques), we propose mapping rules
as presented in table 2. Network para-
meters (delay, loss and jitter) presented
in this table concern only backbone net-
work performances which are agreed be-
tween the VASP and the BNO, and are
measured at the Backbone-SAP’s. Addi-
tional delay, loss or jitter introduced by
the access network are not considered in
the presented values. However, the ac-
cess rate is taken into account in the ap-
plication quality class definition, since it
influences the perceived quality.

For the specific case of non-interactive
real-time services, we have specified 2
different premium classes because of the
video-streaming application (Premium P1
and Premium P11). In fact, high access
rates (1Mbps) need stringent backbone
performances. In order to profit from this
high quality, it is suitable to have the two
classes specified in table 2.

Implications on the SLA between the
VASP and the BNO

In order to optimise resource usage at
the VASP side, we propose to multiplex
several customer flows on the same vir-
tual tunnel. This reduces the number of
virtual tunnels allocated by the VASP.
The VASP has to choose between AF and
EF network classes taking into account
economic factors (EF is more expensive
than AF) and customer satisfaction (e.qg.,
AF may not satisfy performance needs of
interactive bursty applications).

Taking into account these aspects, we
propose the virtual tunnel types as pro-
posed in table 3. Each one is charac-
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terised by a set of network performance
limits. Whenever possible, a common vir-
tual tunnel for different applications re-
quiring similar QoS guarantees should be
used (e.qg. virtual tunnel type 2 for both
VolIP and video-streaming).

GUI for IP-VPN Provisioning

The developed GUI prototype which is
suitable for a VASP for advanced IP-VPN
provisioning is shown in fig. 4. Such a
GUI may be used by the VASP staff or, in
case of web-based e-commerce, directly
by the customers. The GUI contains three
logical parts: 1), the topological part al-
lows configuring (i.e. to create) the sites
of the VPN (left side in fig. 4). 2), the ser-
vice part allows configuring (i.e. to cre-
ate) the applications delivered at each
site (right side in fig. 4). 3), the VPN part
contains the list of all configured sites
and of all configured applications (centre
in fig. 4). In addition, the VPN part con-
tains a map which visualises the geo-
graphical location of the configured sites
(centre lower part in fig. 4).

For the configuration of a site, the GUI
user can define a site name. He can then
select the site location from the list of
strategic locations, where the VASP has a
backbone SAP, and choose the site type
(headquarter or agency as examples). Fi-
nally, he chooses the access type from
the list offered by the VASP, depending
on the bandwidth needs. Each config-
ured site can be added to the site list of
the VPN part by the “Add Site” button
in the centre part of the GUI. Sites which
have been added can still be edited or
deleted with the corresponding buttons
in the VPN part.

For the configuration of the services, the
desired applications and the desired
quality level for each application (Pre-
mium or Basic) can be chosen from a list
of supported applications. For each ap-
plication, the volume can be defined in
an appropriate unit (e.g. bandwidth,
number of connections, number of ses-
sions). Moreover, it is possible to define
the volume for three topological variants:
firstly, the total volume on the VPN be-
tween any pair of sites, secondly, the vol-

ume between a specific site and any
other site (point-to-cloud), and thirdly,
the volume between two specific sites
(point-to-point). For the point-to-cloud
and the point-to-point topology, the vol-
ume can be specified for each direction
individually. The volume entered for the
different applications and topological
variants is added in an appropriate way
and can be compared with the physical
limitations of the chosen access type.

Conclusions

Future IP VPN's will include applications

requiring QoS guarantees included in the

SLA's. The upcoming IP DiffServ frame-

work has the objective to provide QoS-

enabled IP services without capacity
over-provisioning.

The objective of this paper was to look

at the requirements for the provisioning

of QoS-enabled IP-VPN's by a VASP, sup-

posing IP DiffServ at the network layer. A

clear view of each provider’s responsibil-

ity in the value chain, as well as a clear
relationship definition between them are
presuppositions for a successful business.

Moreover, SLA specifications between in-

volved partners have to take into ac-

count application QoS requirements and
map them to the supported QoS capabil-
ities in IP DiffServ networks. Therefore,
the work focused on three aspects:

— definition of the relationships between
involved providers in terms of SLA's,

— mapping of application QoS into net-
work QoS, in particular for IP DiffServ
networks,

— development of a GUI prototype pre-
senting ideas on how to provision QoS-
enabled IP VPNs by a VASP.

Our objective is to help Swisscom in pro-

viding QoS-enabled IP-VPN's to SME’s

quickly and efficiently, in particular in a

business environment with independent,

collaborating providers.

Outlook

As a next step, the “point-to-cloud” SLA
type with QoS guarantees at the IP net-
work layer has to be explored. This SLA
type gives simple guarantees for IP-VPN
services, since it is not necessary to spec-

Application Category

Chosen Application

Interactive Real-Time Data Delivery
Non-Interactive Real-Time Data Delivery
Interactive Burst Transfer

Telephony over IP
Audio/Video Streaming
Web E-commerce

Table 1. Chosen application categories.
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Abbreviations

ADSL  Asymmetric Digital
Subscriber Line

ANO Access Network Operator

BNO Backbone Network
Operator

BW Broadband Wholesaler

DiffServ Differentiated Services

GPRS  General Packet Radio
Service

GUI Graphical User Interface

HDSL  High speed Digital
Subscriber Line

IETF Internet Engineering Task
Force

IP Internet Protocol

QoS Quality of Service

ISDN Integrated Services Digital
Network

SAP Service Access Point

SLA Service Level Agreement

SME Small or Medium Enterprise

TINA Telecommunications Infor-
mation Networking Archi-
tecture

UMTS  Universal Mobile Telecom-
munication System

VASP  Value Added Service
Provider

VPN Virtual Private Network
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ify a traffic matrix between all VPN sites.
However, in order to guarantee such an
SLA with QoS specifications, the network
operator has to assume the worst case
traffic split between the different desti-
nation sites in the customer VPN. In fact,
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Delay Jitter Loss Nominal Access Rate
Non Interactive Real-Time
Premium P1 <30 ms <3 ms 0% 1 Mbit/s
Premium P11 <250 ms <50 ms 0% 56 Kbit/s—100 Kbit/s
Basic B1 100-750 ms <100 ms <5% >56 Kbit/s
Interactive Real-Time
Premium P2 <85 ms <3 ms 0% — Nno requirements
Basic B2 <750 ms <3 ms 0% — no requirements
Interactive Bursty Applications
Premium P3 <150 ms - not defined <7% 50 kbit/s—1 Mbit/s
Basic B3 150-300 ms - not defined 7-15% 12-50 kbit/s
Table 2. QoS mapping rules.
Tunnel Type \ Delay ‘ Jitter Loss
in Iﬂ.ns SLA, only the total trgff'c volume Non Interactive Real-Time (Video Streaming)
exiting from the customer site to the net- ; ;
: e ; Premium P1 | EF virtual tunnel — type 1 <30ms | <3ms 0%
work is specified with a set of QoS guar- . .
: Premium P11 | EF virtual tunnel — type 2 <85ms | <3 ms 0%
antees. The customer can send this traf- Basic B AF sil tual t I—t 3 750 100 59
fic to any combination of other sites in asic - S_' ver virtual tunnet — type = msj< ms °
the VPN as long as the maximum agreed Interactive Real-Time (VolP)
volume is not exceeded. Premium P2 | EF virtual tunnel — type 2 <85ms | <3ms 0%
The over-provisioning solution in this Basic B2 EF silver virtual tunnel —type 3 | <750 ms | <100 ms 5%
case results in a huge waste of resources | |nteractive Bursty Applications (WEB e-commerce)
sl the ngtwork operator bas to guar- Premium P3 | AF gold virtual tunnel —type 4 | <150 ms | no jitter limit | 7%
antee QoS in the worst traffic split case, . ) " o
. . . Basic B3 AF bronze virtual tunnel — type 5 | <150 ms | no jitter limit | 15%
i.e. when all the agreed traffic volume is
sent to qn!y one de_stmatlon. Therefore, Table 3. Proposed tunnel types.
more efficient solutions must be ex-
plored, namely dynamic connectivity and NG onortilm:
flexible reservations between customer S
. http://www:.tinac.com
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Das IP DiffServ Framework von IETF
ermoglicht verschiedene Qualitats-
klassen in IP-Netzen. Damit konnen
zukinftige IP-VPNs Applikationen
unterstltzen, die auf IP-Netzen
Qualitatsgarantien benétigen. Zudem
besteht die Tendenz, dass bei Tele-
kom-Netzen verschiedene Geschafts-
bereiche von finanziell unabhangigen
Einheiten betrieben werden. Dadurch
ergeben sich neue Anforderungen
beim Bereitstellen von IP-VPN-
Diensten. In diesem Zusammenhang
wurden drei wichtige Aspekte
geklart: Erstens die involvierten
Geschaftsbereiche und ihre durch
Service Level Agreements geregelten
Beziehungen und zweitens die Qua-
litatsanforderungen in der IP-Netz-
schicht fur einige wichtige Applikatio-
nen. Drittens wurde ein Prototyp
entwickelt fiir das Provisioning von
IP-VPN-Diensten mit Applikationen,
welche Qualitatsgarantien benétigen.
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