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s partially hindered by the lack of sufficient levels of security, -
privacy and confidence. The control of the different risks tak '

The development of e-commerce in the business-to-consunie
.-y

by either party is one key factor in the use of e-services A' m

operator is in a natural and strong position to take akey ﬁ{lste
role. New security technologies which can be used t: strén_gthen :
the trust relationship between the involved partle . oming
available. At Corporate Technology we have 1 us
nologies to demonstrate a possible scenario.
trusted service suited to provide a reliable customer identity
(“TrustPass”) is shown with a prototype appllcatlon
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users.

The Exploration Programme “IP Business Support Issues” deals with technologies,

services and support functions for IP networks. In detail these are:

— Content oriented IP billing; technologies needed to charge for IP services.

— MPLS Traffic Engineering; how to enable the support of IP-VPN point-to-cloud
SLAs with end-to-end QoS guarantees.

— Fraud; what kind of fraud is to be expected when offering services on IP net-
works and how to prevent such fraud.

— Mobile devices security; which privacy services can be offered for GPRS and
UMTS devices accessible from the Internet.

— Security services for the massmarket; easy-to-use security services for Internet

With its Exploration Programmes, Corporate Technology is exploring telecom-
munication technologies and new service possibilities with a long-term view
of 2-5 years. Furthermore, the expertise built up in the course of this activity
enables active support of business innovation projects.

sually, investment costs for a
U security infrastructure can be jus-

tified in the business-to-business
area when offering security services. The
situation is different in the business-to-

consumer area. Nevertheless, opportuni-
ties for new service development rise
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with new security components that are
built in the mobile environment.

A number of recurrent issues arises in
the business-to-consumer area. Figure 1
shows the relationship between the in-
volved parties and the respective key ele-
ments.

A service provider's main concerns are
reliable customer information and the
fraud risk. The quality of the customer in-
formation depends on its source, and the
fraud risk on the processes in place and
the security mechanisms used.

The customer’s main concerns are privacy,
the risk of non-fulfilment and the usability
aspects. Privacy depends on the control
the customer has on the use of own data;
the risk of non-fulfilment is somehow re-
flected by the image of the service provi-
der; in our context, usability depends on
how easily a customer can control the use
and diffusion of own data.

Part of those issues may either be settled
by the legal framework and/or be co-
vered by contracts between the involved
parties. Nevertheless, some basic security
components must be used to add a suffi-
cient level of trust in the whole picture.
Figure 2 shows the interactions and the
role of the trusted party, acting as a neu-

tral party that enforces a customer pri-
vacy-aware service.

New trust services offer the opportunity
to strengthen the customer relationship.
With its current position, a mobile opera-
tor has a major opportunity to take a
trusted party role. If security components
are used in an optimal way, the mobile
operator can become the guarantor for
fair handling of customer privacy while
helping to reduce the fraud risk for the
service provider.

Customer information

Service provider list

« Contract exists
«Trust relationship exists

*Reliable customer
information

The mobile operator is in a favourable
position due to its strong customer rela-
tionship. Smart card technology can be
used to offer part of the critical security
components needed in the whole pic-
ture. The mobile operator already has
processes in place that are needed to
handle the distribution of SIM cards. By
extending the functionality on the net-
work side with additional security com-
ponents, the mobile operator can take a
central trusted party role.

The key factors for the chosen scenario

are:

— Customer data management, inclu-
ding customer registration and verifica-
tion. This is a typical key competence
in the network access and connectivity
service area. It is also related to billing
and fraud management issues.

— Relationship to service providers, inclu-
ding acquisition of service providers.
This is a typical key competence in the
portal service area. It is related to the
attractiveness offered to service provi-
ders, which depends on the addressed
customer base and its profile.

The mobile operator can offer a validation

service to the service providers. The valida-

tion service relies on the following basic

components (see overview in figure 3):

— A SIM card with digital signature gene-
ration and strong authentication me-
chanism (known as WIM which stands
for WAP Identity Module [1]).

Acquired service providers

Service Provider m

A

Trusted Party

«Initial reliable customer
registration is required

« Contract exists
«Trust relationship exists

Fig. 1. Relationships and key factors.

Customer base

Service Provider 1

Ainess relationship

« No specific registration
required |
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has defined a new transport protocol and
additional application level security. The
wireless transport layer security (WTLS)
protocol has been optimised for limited
bandwidth wireless networks and small
mobile equipment with restricted proces-
sing power [2]. Digital signature genera-
tion on a readable text string is included
at the application level (WMLScript). The
user is authenticated with a dedicated PIN
for each digital signature generation to
have a non-repudiation mechanism.

— A validation application on the net-
work side.

Relevant Security Standards

The mobile station application execution
environment (MEXE) defines the security
domains and their use. MExE defines a ge-
neric model that can be applied to diffe-
rent technologies like WAP and Java.

The wireless application protocol (WAP) is
one possible intermediary phase towards
the mobile Internet. The WAP standard

Deliver customer information to the service provider
according to the applicable customer preferences

Request customer
verification and information

Trusted Party <

Service Provider m

Neutral role Service Provider 1

Control customer information
and its use through individual
preferences (proactive role)

Request service,
content, product

Fig. 2. Scenario for a trusted role.

SIM/WIM card
Database

Digital Certificate Customer

Directory and Certificate Database
Revocation List
Validation

T~ /
/// WX \

x WAP Server

Mobile Equipment with
SIM/WIM card

i Service ication [0
Wireless 4 Application
WAP Gateway Internet Provider
Network Network_Y] Server

Web Server

Validation module at the service provider
to interface with the validation server

]

Fig. 3. Overall picture with the required elements.
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I-Mode represents an alternative techno-
logy which uses the secure sockets layer
protocol (SSL, the precursor of TLS [3]),
widely deployed in the Internet.

Both WAP as of today (1.x) and I-Mode
will converge to WAP-NG (2.x) which
gets closely integrated to the Internet.
Convergence with the transport layer se-
curity (TLS) protocol is included in WAP-
NG (version 2.0) [4]. Additional security
features at the application level like end-
to-end encryption will be added in future
WAP-NG versions. Convergence with the
XML digital signature (XMLDSig from
W3C) is likely to also be added in the fu-
ture WAP releases.

The wireless Java technology based on
Java 2 Microedition (J2ME) does not de-
fine security mechanisms on its own but
will rather pickup existing ones that are
most suited (e.g. from WAP, IETF and
3GPP).

Service Description

A scenario has been defined and imple-

mented at Corporate Technology in the

context of the Exploration Programme

"IP Business Support Issues” to show

one possible trusted party role. The ser-

vice has been designed with a focus on
fair customer privacy handling.

The customer is able to

— access and update own data online,

— select default privacy preferences,

— select service provider specific privacy
preferences.

The service provider is able to

— request either customer authentication
or digital signature verification,

— request customer information,

— request the explicit customer consent
for information gathering.

The trusted party is able to

— register customers that are willing to
control the use of own data (out of
band process),

— register service providers that want to
rely on a central customer information
source (out of band process),

— identify and authenticate the service
provider,

— authenticate the customer, respectively
verify a digital signature generated by
the customer,

— send customer information to the ser-
vice provider on behalf of the custo-
mer according to the applicable privacy
preferences.

The above mentioned actions use strong

security mechanisms and realise integra-

ted processes. As a result, the service of-
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fers a reliable and trusted identity that
includes a variable level of details.

Design and Implementation

The following tasks were designed and

implemented:

— Data model (customer information and
preferences, smart card information,
service provider information)

— Database administration

— Customer preference handling

— Signed transaction handling

— Demonstration application

Service Requirements

A strong requirement is to rely as much
as possible on standard mechanisms on
the mobile device side. This reduces the
dependency towards the type of mobile
devices used. The added value brought
by the mobile operator is obtained by a
natural combination with existing mobile
network infrastructure and an optimum
use of the new standard security mecha-
nisms.

From the functional point of view, the cu-
stomer information needs to be available
in the network but does not need to be in
the mobile device itself. No data transfer
is needed between mobile devices. The
functionality is portable between mobile
devices as long as the customer uses the
same SIM/WIM card. Of course, any mo-
bile device used must support the security
mechanisms required for that service. If
the customer replaces the SIM/WIM card a
new registration process would be requi-
red (possibly with optimisations therefore
reducing the overheads). The card can be
viewed as a key to access customer infor-
mation. The customer must explicitly ac-
cept a type of information to be forwar-
ded by the trusted party to the service
provider. The preferences need not to be
entered by the customer each time, but
may remain valid for a chosen period of
time. Hence, customer information may
be more or less detailed.

Client-side security is used to enable the
scenario that focuses on customer privacy
handling by a third trusted party. Custo-
mer information is handled according to
the service provider's identity and the
customer preferences. Remember that the
term “privacy” in this context does not
mean that no customer information is
shared at all, but rather that the customer
controls the information sharing and
knows which information will be available
to a specific service provider. This adds
transparency for the customer.

10

Conclusions

The selected scenario shows a way to
strengthen the relationship between
the trusted party (e.g. the mobile
operator) and the customer by taking

a neutral role as a privacy mediator
between customer and service provider.
The mobile operator can have access to all
key elements like the smart card database,
the customer database, the digital certifi-
cate directory and digital certificate revo-
cation list.

Trusted Party

Authentication
service

Client with
WTLS class 3
support

The described scenario may be declined in
several variants depending on the prefer-
red SIM/WIM card personalisation process
and the targeted customer base. Some
options given in the WAP standard are re-
levant for the described scenario. The pre-
ferred variant will depend on the pre-defi-
ned business model and the applicable
trust relationships.

Depending on the detailed implementa-
tion, solutions may be more or less open
to external partners.

WAP Gateway or
WAP Server with
WTLS class 3
support

: Start WTLS session handshake

: Select algorithm strength for WTLS
: Client authentication request

: WAP GW / server authentication

: Client authentication data

: Client authentication request

: Authentication

: Client authentication result with \‘

optional customer information

9 : Confirmation |

Fig. 4. Validation service for class 3 Wireless Transport Layer Security (WTLS) client

authentication.

Trusted Party

Signature
verification
service

Client
application
execution
environment

9 : Confirmation

WAP application

: Multiple interactions (browsing)

: Generate text to sign

: Send text with signature request
: Accept text and sign it

: Send signed text

: Signature verification request

: Signature verification

0 N O v A W N =

: Signature verification result with
optional customer information

Fig. 5. Verification service for client digital signature.
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The service provider needs to install a mo-
dule to interface with the validation ser-
vice. This module can be a high level ab-
straction of the whole validation process
that takes place on the trusted party side.
The module can be optimised for the
described scenario offering a high level
application programming interface.

The integration of the validation module
in the WAP Gateway or the WAP Server
(fig. 4) would require an additional inte-
gration effort. A WTLS class 3 compliant
implementation includes the client au-
thentication.

The developed trusted-party application
focuses on the application layer using
WML and WML Script (fig. 5). It verifies
the digital signature generated by the cu-
stomer and uses the signature information
sent by the client to securely identify and
authenticate the customer.

Comparing TrustPass to Microsoft
Passport

The goal of the Passport service from
Microsoft is to establish a general-purpose
identification service for online customers.
This identification service can be used for
Microsoft services and for third party servi-
ces as well. The service providers must
integrate the Passport technology on the
server side in order to be able to use the
Passport service. This identification service
is also part of the .NET strategy of Micro-
soft. The main design requirement has
been to offer a way to transport customer
information from the Microsoft Passport
server to online service providers. The so-
lution works with the common wide-
spread Internet technology.

The proposed TrustPass is targeting a simi-
lar service. However, it relies on a different
and stronger combination of security com-
ponents and offers a more versatile pri-
vacy handling. Finally, TrustPass outlines a
possible alternative architecture that fits
well for mobile users

Outlook

The remaining work should concentrate
on the integration of both the validation
service and the privacy mediation with
some existing real applications. This is im-
portant to measure the effort required to
integrate existing applications. A pilot trial
with a pre-selected list of applica-

tions and users would be very useful to
test the user acceptance.

Due to the evolution of WAP towards
XHTML (with WAP-NG), the basic techno-
logies for Internet security like XML digital

comtec 11/2001

signature, XML encryption, XML key ma-
nagement system are relevant. The on-
going standardisation work is of primary
importance for the e-commerce
development. [4]
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Pointers

Modes project
http://ctep.swissptt.ch/ep34/projects/
projects_modes-en.htm

(Closed User Group)

WAP Forum
www.wapforum.org

Internet Engineering Task Force
www.ietf.org

W3C
SGPP

Passport www.passport.com

Www.w3c.org

WWW.3gpp.org

Abbreviations

CRL Certificate Revocation List
J2ME  Java 2 Micro-Edition

SIM Subscriber Identity Module
SSL Secure Sockets Layer

LS Transport Layer Security

fore joining Swisscom. At present, he is a WAP  Wireless Application Protocol
member of the security group at Swisscom wWim VVAP Identity Module
AG, Corporate Technology, where he is en- WML ereless Markup Language
gaged in the development of prototypes WML Scri Pt
of security critical telecom applications. He Wireless Markup Language
has acquired expertise in programming dif- Script
ferent types of smart cards, in particular in WITLS Wurelgss Transport Layer
the area of Java/SIM technology. Security
XML  Extensible Markup Language
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Zusammenfassung

Mit der Einfiihrung neuer sicherer Dienste ergibt sich fiir Swisscom Mobile die
Chance, wichtige Kundenbindungen zu verstarken. Aus seiner angestammten Rolle
heraus bietet sich dem Anbieter von mobilen Telekommunikationsdiensten heute
die Gelegenheit, die Rolle einer so genannten Trusted Third Party zu Ubernehmen.
Swisscom Mobile bestimmt in diesem Szenario entscheidend die Funktion der
Sicherheitsdrehscheibe zwischen Endkunden und E-Commerce-Anbietern.

Alle Beteiligten kénnen von einem solchen Modell profitieren:

— Unseren Kunden garantieren wir nicht nur Sicherheit, sondern dartber hinaus zu-

verlassige und transparente Privacy.

— Unsere E-Commerce-Anbieter entlasten wir substanziell, indem sie sich nicht mehr
um die Details der sicheren Geschéftsabwicklung kiimmern mussen.

— Fur Swisscom Mobile ergibt sich schliesslich die Mdglichkeit, neue Kunden zu
gewinnen und gegebenenfalls fir kritische Sicherheitsfunktionen Gebuhren zu

erheben.
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