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RESEARCH & DEVELOPMENT

SEMPER:

A Security Framework for the Global
Electronic Marketplace

Security for electronic commerce is urgently required, but it must be built in
an orderly and extendible way that provides for the security services needed
today and in the future. The SEMPER project (Secure Electronic Marketplace
for Europe), partially funded by the European Commission, aims to provide
the first open and comprehensive set of security solutions for electronic com-
merce. This paper reviews security requirements for the global marketplace,
and describes the objectives of the project, its approach to security, its field
trials, and its proposal to increase certainty in electronic commerce.

ompetitive forces are pressuring
Cthe commercial community to ad-

opt new technologies for greater
efficiency. The result is the emerging In-

formation Society. Electronic commerce
is experiencing tremendous growth over
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the Internet. It is projected that by the
year 2000, transactions worth over $ 25
billion will have been conducted via the
new medium.

Prerequisites for such large amounts of
money being exchanged over the infor-
mation networks are, however, making
the electronic marketplace secure as well
as establishing sufficient fairness and
trust. Much research is being pursued to
achieve this goal. However, most of the
efforts are restricted in scope, e.g. limi-
ted to payment, cryptography, intellec-
tual property rights protection, etc. with-
out giving enough attention to the need
to integrate the various solutions in a
consistent way. The SEMPER project pro-
poses an open security framework that
should provide for such an integrated,
complete and global electronic market-
place.

The first section of this paper briefly re-
views the security requirements for safely
conducting electronic commerce over
the Internet, the main difficulties which
have arisen and the progress made so far
towards their resolution. The objectives
of the SEMPER project are outlined in
this context. The second section presents
the general approach of the project, its
security architecture, and the basic and
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advanced security services that it propo-
ses. The third section discusses the SEM-
PER field trials, and the results which can
be drawn from these trials. The fourth
section introduces work on agreements,
to be signed by sellers and buyers, which
are intended to encourage the use of the
Internet for doing business.

The Secure Marketplace

Requirements

Electronic commerce is a transposition of
traditional commerce to the context of
information networks. In the traditional
marketplace, every operation, apart from
the exchange of physical goods and ser-
vices, is based on information: offers,
brokerage, negotiations, orders, con-
tracts, payments, documents, receipts
and the resolution of disputes. The mo-
del of the traditional marketplace is, the-
refore, perfectly suited to the electronic
marketplace, provided that its characteri-
stics and requirements are appropriately
translated in electronic terms.

Like traditional commerce, the electronic
marketplace should facilitate the esta-
blishment of relationships between po-
tential sellers and buyers. Sellers and
buyers should be able to negotiate the
terms and conditions of transactions,
such as the goods and services being of-
fered — which may be dependent on the
profile of the buyer, the applicable laws
or regulations —, the price, the means of
payment, the mode of delivery, guaran-
tees, etc. The negotiation may be con-
cluded with an explicit contract, signed
electronically. The parties should be able
to dispute the transaction both before
and/or after its conclusion.

As a key to its acceptance and the suc-
cessful development of its huge poten-
tial, electronic commerce should handle
all these situations in such a way that it
is open to everyone, and at least as con-
venient to use, reliable, secure, and le-
gally predictable as traditional com-
merce. Unless these minimal properties
are fulfilled, people will be cautious ab-
out the routine use of electronic com-
merce, or will disregard it altogether.
With the disappearance of the physical
presence of the parties, trust also vanis-
hes, especially when communication is
conducted via an insecure medium like
the Internet. The viability of electronic
commerce requires that trust be resto-
red. Buyers must be able to securely
identify sellers and obtain assurance that
they are legitimately established and
accredited. Enterprises, for example,
would be breaking the law if they
bought from sellers that are not legally
registered. Buyers might only trust sel-
lers that are accredited by a particular
payment system provider, or a particular
consumer organisation. The integrity of
the transaction must be preserved: buy-
ers need to be confident that they will
receive the goods, or the service that
they actually ordered in return for their
payment, and sellers must be sure that
they will be paid for the goods, or the
service delivered. Privacy is receiving
more and more attention. In most cases,
confidentiality will be required regarding
communications, the existence of tran-
sactions, or their specific details — price,
conditions, date, identity of the parties,
etc. The recovery of transactions and the
resolution of disputes must also be gua-
ranteed in order to provide the parties
with genuine recourse should equip-
ment or network failures occur, or if
they are confronted by dishonest prac-
tices on the part of their business part-
ner.

Fundamental Issues

The challenge to establish electronic
commerce in such a way that it fulfils the
requirements outlined above is formida-
ble.
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First, the techniques which are capable
of meeting the trust requirements descri-
bed are highly complex and the tools
which support these techniques must be
integrated into systems. In turn, these sy-
stems have to provide processes which
allow users to act as reliably and easily in
the electronic marketplace as they cur-
rently do in the context of traditional
commerce. These systems need to ad-
dress the complete set of issues raised by
the electronic marketplace. Handling just
part of the problem, such as providing
payment only is clearly insufficient and
burdensome. It would only positions
users half way between the physical and
electronic worlds when performing a
single process, the transaction, which re-
quires that integrity be guaranteed. It
goes without saying how uncomfortable
this position can be.

Second, users must be able to trust that
their systems are, in fact, behaving as
they appear to be behaving and are pro-
tected against security attacks. Particular
attention must be given to user devices,
which enable users to participate in the
electronic marketplace with full know-
ledge of the state and meaning of their
transactions.

Third, these systems must be fully in-
teroperable, and despite their heteroge-
neous nature, they must guarantee that
no important information can be lost.
For example, incompatibilities may pre-
vent users from accessing the site of
their choice, mask important transaction-
related information, or prevent correct
transaction recovery.

Fourth, electronic commerce needs to
be backed by a legal framework which

provides users with a transparent and
predictable legal environment which is
adapted to the medium and includes the
iegal acceptance of digital signatures and
electronic information appropriately aut-
henticated as evidence in case of dis-
pute. This framework should be valid, re-
gardless of the jurisdictions in which buy-
ers and sellers reside. This is particularly
true for cross-border commerce, where
the patchwork of laws from different
countries already creates significant com-
plexity for marketing strategies and for
the enforcement of contracts, liability,
privacy, and security. This complexity
could increase with new country-specific
taxes, duties, and regulations regarding
the use of new technologies and the
type of information exchanged with
them. This also impacts the technical
means. So should registration and certifi-
cation services take into account roles
and liabilities, digitally signed data need
clear and unambiguous semantics, le-
gally binding actions require well-defined
warning-functions, digital evidence has
to be collected and finally this new form
of evidence must be handled by speciali-
sed dispute protocols.

Fifth, security assumes that there is a
network of registration, certification, and
key distribution authorities, whether pu-
blic or private. These authorities repre-
sent the cornerstone for authenticating
users and, therefore, for establishing
trust among users of electronic com-
merce.

Sixth, cryptography is subject to hot de-
bate, in particular regarding export con-
trols, key management and control, and
the use of encryption for purposes of
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confidentiality. Uncertainty about future
governmental regulations on these issues
is having a significant effect on the ex-
pansion of electronic commerce.
Seventh, electronic commerce users
must be appropriately trained to under-
stand what electronic commerce should
mean to them, its associated benefits
and risks, and which security measures
need to be taken in order to protect their
systems and their data.

Current Status

The hype of electronic commerce on the
Internet has generated considerable ef-
forts on the part of the community of
manufacturers and researchers. After a
first wave of products and implementati-
ons of Web sites which were designed
for the narrow perspective of marketing
and promoting enterprises and commer-
cial outlets on the Internet, the second
wave began to make the Web more in-
teractive and captivating, as the techno-
logy and company know-how evolved.
Digital libraries and on-line catalogues
emerged. With the third wave of Inter-
net-related technology, emerging in
1996, it has become possible to authen-
ticate the parties, allow customers to
browse through catalogues, to place or-
ders, to pay for them, to receive the
goods and to access on-line services. Pro-
gress has been made with respect to se-
cure payment with credit cards, based on
the Secure Sockets Layer (SSL) protocols
from Netscape, but more importantly,
based on the Secure Electronic Transac-
tion (SET) protocol from VISA and Master
Card. Further progress has also been
achieved in the area of electronic che-
ques, electronic cash, and micropayment
with stored-value smartcards.

In addition, the range of Internet-related
products on offer has started to provide
for the integration of the existing sy-
stems of the service providers. Some ma-
nufacturers are proposing architectures
for building applications integrating
back-office systems, and for using multi-
ple means of payments. At the govern-
ment level, several proposals are progres-
sing on the legal aspects of electronic
commerce, an example of which is the
recently released proposal from the US
government “A Framework for Global
Electronic Commerce”.

In spite of these initiatives, apart from
SEMPER in Europe and CommerceNet
in the USA, all other technical projects
deal only with specific aspects of secure
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electronic commerce. There is no gene-
rally accepted model and architecture
for building the secure marketplace. As
a result, security requirements are not
well formulated. Due to their pro-
prietary architecture most electronic
commerce systems are closed and are,
therefore, not aimed at achieving the
objective of interoperability among sy-
stems. The relationship between the
server and the client is often considered
solely from a master-slave perspective,
which disregards the applicability of the
proposed protocols for the potentially
large number of “any-toany” relations-
hips among the users of electronic
commerce. The general focus is prima-
rily on on-line payment in the context
of the scenario “offer, order, payment,
and delivery”. The establishment of re-
gistration, certification, and key distri-
bution infrastructures, although essen-
tial for building trust, is progressing slo-
wily.

Issues of primary importance with regard
to trust receive insufficient attention, if
any. They include a trusted user inter-
face, fair exchanges among the parties,
non-repudiation, two- and multi-party
contract signing, anonymity, privacy,
multi-party security, and the resolution of
disputes. This, in spite of the fact that
the existing variety of laws in force in dif-
ferent countries and the change of bu-
siness practices and actors dramatically
increase the complexity of resolving dis-
putes in the electronic environment.
These issues are not regarded as part of
a single framework that would ensure in-
teroperability.

SEMPER Objectives

In contrast, from the standpoint of secu-
rity, the SEMPER project aims at addres-
sing the complete problem of electronic
commerce over insecure networks, such
as the Internet. Its main goal consists of
developing an open and comprehensive
security framework which can be regar-
ded as a blue-print, a lingua franca, for
building a global secure marketplace.
Global means that the proposal should
be applicable in all countries, take into
account all requirements, and it should
be open in allowing new components
such as new payment systems to be inte-
grated smoothly at any time. This imme-
diately requires that the architecture has
to be generic and shouldn't restrict the
set of supported business processes, net-
works or operating systems.
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The architecture aims to support the
commercial actors, buyers and sellers, in
their transactions and their communicati-
ons with third parties such as banks or
certification authorities.

To validate the proposal the project im-
plemented a prototype. This prototype is
tested in real trials in collaboration with
different types of enterprises in several
european countries. Some of the service
providers are members of the project;
others were invited to participate in new
trials.

Certain findings of the projects were al-
ready distributed at international confe-
rences, to European standards commit-
tees, at public demonstrations of the
prototype and through its public home-
page http:// www.semper.org. The final
results including the architecture and the
evaluation of the trials will be published
as a book in the Springer-Verlag mid-
1999.

The SEMPER project is part of the Advan-
ced Communication Technologies and
Services (ACTS) Research and Develop-
ment programme proposed by the Euro-
pean Commission, Directorate General
Xlll. SEMPER was initiated in September
1995 for three years. It is financed in
part by the European Commission and in
part by its twenty European members:
Commerzbank (D), Cryptomathic (DK),
CWI Stichting Mathematisch Centrum
(NL), DigiCash (NL), Eurocom Expertise
(GR), Europay International (B), Fogra
Forschungsgesellschaft Druck (D),
France-Telecom — CNET (F), GMD For-
schungsgesellschaft Informationstechnik
mbH (D), IBM (CH, F), Intracom (GR),
KPN Research (NL), MARIS (NL), Otto Ver-
sand (D), r3 security engineering (CH),
SINTEF Telecom and Informatics (N), and
the Universities of Freiburg (D), Hildes-
heim (D), Dortmund (D), and Saar-
brucken (D). The project is managed by
IBM France, and technical leadership is
provided by the IBM Research Laboratory
in Zurich.

The SEMPER Approach

Fundamental Directions

When building a security architecture for
the electronic marketplace an initial re-
quirement is to model that marketplace
and identify all its players, in respect of
the roles, the relationships and the inter-
actions they have with each other. The
SEMPER model distinguishes two classes
of players: users of the marketplace and

enabling third parties. Buyers and sellers
form the first class, while the second is
comprised of registration and certifica-
tion authorities (to deliver digital certifi-
cates), network providers, directory ser-
vice providers, brokers, shopping malls,
payment service providers, and, to en-
sure fairness, notaries and arbitrators.

In this model, transactions are represen-
ted as a sequence of transfers of infor-
mation such as contracts, payments, de-
livered goods, credentials etc. While all
of these transfers have to be secured
(e.g., signed) on an individual basis, they
also have to be linked securely in the bu-
siness process. Some transfers are even
more intertwined. In SEMPER they are
called fair exchanges. The signing of a
contract or receiving a receipt for a pay-
ment or the delivery of goods are exam-
ples of such fair exchanges: the contract
should be valid only if all parties have
signed and the receipt should always be
issued when the good is received (similar
to regular certified mail). A fair exchange
can be defined as the assurance that a
party in an exchange will receive the
other parties good if and only if it also
delivers it's own promised good.

One of the foundations of the architec-
ture reflecting current business practise is
a focus on multi-party security: The re-
quired trust in other parties is limited to
a reasonable minimum and responsabili-
ties and liabilities are clearly specified.
Actions of parties are made accountable
with the help of signed document such
as offers, orders and receipts. This will
romove ambiguities and is required in
such an open environment where the
peer might not be known apriori and
might even live on the other side of the
globe in a country you have never heard
of. Multi-party security applies to the
buyer-seller relationship but also to third
parties. Trust in financial institutions, re-
gistration authorities, notaries, network
providers and software vendors should
be limited and their action should be ac-
countable. A final aspect of multi-party
security is that the decision, who is tru-
sted and to what extend, should be in
the sole control of the individual parties
and not mandated by the system.

In respect to the communication proto-
cols, it is clear that security needs to be
provided end-to-end, from application to
application. There are two ways to
achieve end-to-end security: at the trans-
port level, or at the application level. Se-
cure communication at the transport le-
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vel means offering a secure channel for
applications to communicate. The Secure
Socket Layer (SSL) protocol is an example
of a secure channel. This approach ensu-
res the confidentiality of the messages
exchanged by the applications, for exam-
ple the amount of a payment, a credit
card number and its expiration date. It
also allows the authentication of the
users of these applications through an
exchange of their certificates, or other
means, such as passwords, or tokens.
But, by definition, a secure channel is
transparent to applications. It is, there-
fore, unable to provide document-level
security, which is a key requirement for
electronic commerce. For example, a se-
cure channel cannot provide consumers
with a means to sign an order, nor can it
help the merchant to verify signed orders
and store them securely in case of dis-
pute. SEMPER proposes application-level
security protocols, which co-exist during
a business session with other applica-
tion-level protocols. Secure information
exchanges in SEMPER are based on the
concept of a container which is a pack-
age of the different elements of informa-
tion to be transferred and is associated
with security attributes. Three types of
elements are defined: signed documents,
such as certificates, receipts or signed
statements; information, such as digital
goods or information to access a service;
and, payment. Containers can be struc-
tured according to a template to define
the semantics of the data exchanged.
Another fundamental decision taken by
SEMPER was to split clearly the display of
critical security relevant information from
other informations. For example, paym-
ents or binding signatures should be reali-
sed with security garantuees which nor-
maly don't apply to catalogues. To prevent
interference by viruses and trojan horses
such critical information should be dis-
played in a well-defined und unifom man-
ner and eventually be handled on a sepa-
rate highly secured personal device con-
trolling the signature function and equip-
ped with a trusted I/O path to the user.
Finally to approach the global electronic
marketplace the security architecture has
to be open. The provision of proprietary
protocols, not promoted to the level of
open standards, is inherently unable to
achieve universal interoperability bet-
ween the many players in electronie
commerce, not to mention the high
complexity and costs incurred by main-
taining this variety of different protocols,
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especially for financial institutions, sel-
lers, and buyers. Until the Internet, the
Web, and their suite of open standards,
such as TCP/IP and HTTP emerged, elec-
tronie commerce was inhibited. With the
introduction of such standards, the is-
sues of interoperability, complexity, and
cost have taken a giant step towards
being resolved, and electronic commerce
is now generating considerable impact
on the way goods and services can be
managed and sold. This path has proven
itself over time. It is being followed by a
number of serious standardisation candi-
dates, such as the SET protocol for pay-
ment using credit cards, the X.509 stan-
dard for certification, or the standards on
cryptography like DES, RSA, etc. Several
other standards will evolve to handle
payment with electronic cheques, elec-
tronic money, etc. An open security ar-
chitecture must make provisions for
them, by providing application program-
ming interfaces at two levels: at the
component level to include new compo-
nents to support existing and future pro-
tocols; and at the application level to
provide applications with a standard set
of security services that abstract the va-
riety of protocols which achieve similar
goals and leave the specific methods
which are used up to users' preferences
and negotiation. This is the approach fol-
lowed by SEMPER.

The SEMPER Architecture

The SEMPER architecture follows a
layered structure comprising four layers.
The upper layer offers the SEMPER secu-
rity services to business applications.
From top to bottom, this is supported by
the Commerce Layer, the Exchange
Layer, the Transfer Layer, and the Sup-
porting Services Layer. Figure 1 illustrates
this structure.

Business applications use the services of
the underlying layers, principally by me-
ans of the Commerce Layer. In a few ca-
ses, for reasons of efficiency, business
applications can have direct access to a
limited set of functions of the other lay-
ers. For example, a user registration ap-
plication can directly use the certificate
service located in the Transfer Layer.

The Commerce Layer offers application
designers a business application frame-
work, i.e. a set of building blocks for ge-
neral use, in order to reduce the effort of
developing business applications. The
application writer is shielded from the
low level security details while she gets
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at the same time the assurance that the
building blocks will protect her security
requirements. To establish a business re-
lationship a business context is created
for a given business partner. In a first
step the quality of service attributes will
be negotiated with the peer. Then primi-
tive transactions such as offer, order,
payments, etc. can be executed in that
context and will be stored in persistent
storage. Additional services allow the
suspension and recovery of transactions
and support for the resolution of dispu-
tes.

The Exchange Layer is in charge of con-
trolling fair exchanges among the par-
ties. Here fair means that the parties ag-
ree on the terms of the exchange before
hand, and that they are assured that
they will receive either the information
according to the agreement or nobody
receives anything.

The Transfer Layer provides services for
transmitting and receiving information in
the form of containers. Transfer of con-
tainers depends on associated security
attributes. For example, a container asso-
ciated with non-repudiation of origin re-
quires that the sending entity signs the
contents of the container and that the
receiving entity verifies the signature and
marks the contents of the container as
received with nonrepudiation of origin.
The Transfer Layer processes the different
types of information to be sent or recei-
ved through containers: signed docu-
ments, information, and payments. They
are handled by the certificate, statement,
and payment blocks, respectively. Con-
tainers passed by the Exchange Layer for
transfer are opened, and each type of in-
formation contained in them is directed
to the corresponding block for specific
transfer through the appropriate proto-
col. The receiving entity of the Transfer
Layer reassembles the various pieces re-
ceived to rebuild the container and pas-
ses it back to the Exchange Layer. For ex-
ample, a container with a document and
a payment will be transferred through
the statement and the payment blocks. If
the selected payment method is the SET
protocol, the payment block will perform
the payment according to the SET proto-
col. Finally, the Transfer Layer provides
management of the transfer services like
wallet management, establishment or
termination of connections, etc.

The bottom layer, the Supporting Servi-
ces Layer, provides support to all other
layers. It collectively offers cryptographic

59



RESEARCH & DEVELOPMENT

services, communication services, archi-
ving services, preferences services, the
trusted user interface, and access control
services. The cryptographic services pro-
vide for encryption, hashing, digital sig-
nature, and key generation. The commu-
nication services shield users from the
specific details of the underlying net-
work. Only the quality of service parame-
ters needs to be specified. The archiving
services provide for secure storage and
archiving of persistent information, such
as certificates, signed documents, cryp-
tographic keys, and transaction records.
The preferences services offer a uniform
view of the preference setting for each
of the other services. They also maintain
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information regarding the installed confi-
guration. The trusted user interface pro-
vides users with any critical data and ac-
tions that, otherwise, would be left to
HTML pages supplied by third parties. In
this way, the trusted user interface mini-
mises the trust required in other parties.
The trusted user interface permits users
to manage their wallets, to access secure
storage, to display critical information
from other parties, such as authentica-
tion, quotes or certificates, and to take
actions like signing orders, paying, or
acknowledging receipt. Analogous to an
operating system, SEMPER proposes a sy-
stem kernel which is in charge of ensu-
ring system integrity. Within the kernel
(the bottom three layers), access control
verifies the rights of all modules (inclu-
ding application modules) to access, use,
and modify critical resources. This pro-
tects them against potential threats from
each other and from outside sources.

As already mentioned, the SEMPER archi-
tecture is open in that different designs
and implementations may be integrated,
provided they have a suitable API. This is
achieved by means of the concept of a
service block. A service block consists of
a manager and a number of modules.
The manager provides the required servi-
ces using one of the modules (e.g., the
payment block will use existing payment
systems as modules). The manager provi-
des a generic interface, such that several
modules (possibly through an adapter)
can be plugged into SEMPER. This is the
basis for the independence of specific
implementations of the modules — one
of the key points of SEMPER.

SEMPER Services

Within its architecture, SEMPER specifies
a number of security services. The deve-
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Fig. 2. SEMPER trial sites.

lopment plan of these services is structu-
red into basic services and advanced ser-
vices. Basic services meet five basic secu-
rity requirements: authentication, inte-
grity, signature, payment, and confiden-
tiality. Advanced services address fair
exchange of values, resolution of dispu-
tes and aspects of secure document pro-
cessing, such as time-stamping, certifica-
tion of documents, credentials, certified
mail, or multi-party contract signing.
They also handle anonymity issues and
the integration of new payment instru-
ments, such as electronic cheques, and
stored-value smartcards.

As basic services are generally under-
stood, they are not discussed further
here. Rather, a brief overview of some
aspects of the advanced services that
SEMPER is currently developing is prefer-
red. These aspects are fair exchange, cre-
dentials, and anonymity.

Fair exchange was discussed briefly in
the previous section. It assumes a prior
agreement among the parties before
proceeding to the exchange. More preci-
sely, a fair exchange is achieved if two
conditions are met: atomicity and fairn-
ess, or transfer and contents. Atomicity
means that all agreed transfers of infor-
mation are performed, or none are per-
formed. Fairness means that the parties
actually receive what they agreed to re-
ceive. Fairness requires that the parties
specify what they expect from the

exchange. Upon receipt, each party veri-
fies that what they received matches
their specified expectation. Usually fair
exchange is implemented using one or
more third parties. In this case, the third
parties must be specified in advance
(e.g., as part of the contract which speci-
fies the exchange), and for most security
requirements at least one (or “all”, or
“the majority of all”, etc.) must be assu-
med to be honest. The required trust in
third parties is an additional parameter
of the security attributes of the
exchange. The protocols which have cur-
rently been designed are based on an
optimistic approach: after a mutual agre-
ement among the exchanging parties
and a third party for recovery, the
exchanging parties send their informa-
tion. If a fault occurs, the exchanging
parties may complain to the designated
third party which will restore fairness.
The restoration of fairness depends on
the items exchanged, e.g., undoing a
payment, or creating affidavits. Only
when such an optimistic approach is not
possible, will the third party be actively
involved in the exchange protocols.
Credentials are electronic tokens which
associate certain rights with their owner.
Tickets, ski passes, membership cards,
business cards, passports, diplomas, pro-
perty deeds and prescriptions are exam-
ples of credentials. A credential identifies
its owner and his or her associated
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rights, its issuer, its period of validity, and
proof of its authenticity. Credentials may
be dynamic if use modifies their associa-
ted rights. A one-way bus ticket is a dy-
namic credential: its use makes it invalid
for re-use. Credentials may be anony-
mous in order to protect the privacy of
their owner. In this case, they are deli-
vered by means of validated pseud-
onyms. A pseudonym is delivered by a
third party, based on certificates, or pre-
viously issued pseudonyms. Depending
on how much a user trusts the issuer of
the pseudonym, the credential may or
may not conceal the identification of the
issuer of the pseudonym. Credentials re-
quire new types of third parties: issuers
of pseudonyms and issuers of credenti-
als. In addition, a third party to provide
secure time-stamps, and one to provide
for the clearing of credentials among the
different organisations accepting them
may also be needed.

Anonymity in electronic commerce relates
to two areas: services specially designed
to prevent the users' identity being revea-
led by the information exchanged bet-
ween clients and service providers; and
communications to provide anonymous
channels. Depending on efficiency, privi-
leges and the choice of anonymous chan-
nels, different levels of anonymity can be
obtained. Anonymity in SEMPFR means
extending the security architecture to
support anonymity, both at the services
and communication levels, while allowing
the selection of different degrees of ano-
nymity according to the context in which
the anonymous requests are made. It also
means appropriate extensions to the se-
curity services, and creating new building
blocks to support anonymous credentials
and anonymous channels. An in-depth
study conducted on anonymity in SEM-
PER has identified both the architectural
and service extensions required, as well
as the new blocks needed to support it.

The SEMPER Trials

Prototype

The purpose of the trials is to evaluate
the applicability and the soundness of
the security architecture and services
proposed by SEMPER as well as to under-
stand the acceptance and behaviour of
the actor facing electronic transactions.
The verification of the concepts propo-
sed by SEMPER required the construction
of a robust prototype to conduct trials in
a realistic environment. The prototype is
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based on Java. This choice was taken in
the light of the portability of the langu-
age environment to allow deployment in
various environment (Windows 95/NT,
Macintosh and various UNIX systems)
and to quickly adapt to the changes in
this still immature field.

SEMPER Trial Sites

Multiple trials sites were chosen to ex-
plore the possibilities of the architecture
in various different commercial contexts.
The first three sites were opened with
the help of the services providers who
are members of the project: The Euro-
com site, located in Athens (GR), offers
distance learning services. Students bro-
wse through the Eurocom offering of
courses, and after successful on-line re-
gistration and payment, they can gain
on-line access to the selected course
presentation, notes, and examinations.
With the Fogra site, located in Munich
(D), Fogra customers benefit from on-
line ordering, payment, and on-line deli-
very of documents and software. Custo-
mers browse through the Fogra catalo-
gue, select documents, place orders,
and receive the documents. From Ham-
burg (D), the Otto Versand site offers
on-line ordering, based on a catalogue
of 13 000 different articles in a variety
of colours and sizes. Three additional si-
tes were opened later to investigate
more specifically the requirements of
SMEs: in Amsterdam, OPL and KPN offer
books, maps, documents, and database
access for the oil and gas industry; in
Sophia Antipolis, Actimedia built in coo-
peration with IBM France and the Cen-
tre International de Communications
Avancées a site selling CD-ROM to the
french speaking communities. Also in
Sophia Antipolis, Acri provides in coope-
ration with the Institut Eurécom and IBM
France a secure database of satellite
images over the experimental ATM net-
work EuroSud 155.

To reflect the specific requirement of the
trial sites special business applications
were written for each site. These applica-
tions all reside on top of the same com-
mon core which handles the security re-
quirement in a uniform manner. The cer-
tification infrastructure was provided by
GMD in Darmstadt. Commerzbank,
GMD and IBM Zurich built the infrastruc-
turc for SET payments. KPN integrated
the smartcard based electronic purse
scheme Chipper in the trial software.
Further payments were possible by using
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traditional bank transactions and by sen-
ding securely credit card numbers. This
allowed each trial site to offer multiple
payment systems.

To experiment with more advanced secu-
rity services the project wrote in a third
phase a generic application, the Fair In-
ternet Trader (FIT). This application sup-
ports enterprises in negotiations, con-
tract signing, payments with multiple
schemes including electronic checks and
delivery. This is done in a highly secure
manner, e.g., by clearly specifying liabili-
ties, by guaranteeing fair receipts and
most importantly by giving support for
dispute resolutions with the help of
collected evidence. Trials and their eva-
luation are currently ongoing.

First Reslults

Following experiences from building the
business applications and interviewing
the users, consumers as well as service
providers.

On the whole, the security architecture
posed no problem for implementing the
trials. The fundamental directions of the
architecture could be confirmed: The di-
stinction of security relevant information
from other information, the separation
of generic and specific aspects of the
business process, the realisation of the
basic and advanced security services, the
writing of the business applications on
top of these services, the openness of
the architecture based on the concepts
of pluggable modules and the layering
and structure of the architecture all pro-
ved to be appropriate. Actually, the ar-
chitectural directions proposed by SEM-
PER have been confirmed by the emer-
gence of products for electronic com-
merce which follow similar lines.

The writing of the business applications
and the corresponding web pages unfor-
tunately proved to be rather difficult.
Some service providers would have pre-
ferred a customisable turn-key solution.
This obstacle asked for more involvement
of the service providers than foreseen
and substantial help from the project. In
the future we will hopefully see the ap-
pearance of generic but customisable
applications. The above mentioned FIT is
a first step towards that goal. We note
nevertheless that the service providers
could mature their approaches faster
than with any current turn-key solution
with the additional benefit of improved
protection of multi-party security require-
ments. '
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Electronic payments in catalogue based
commerce gives additional difficulties:
while in traditional trade the billing is
handled after the receipt of the delivered
goods electronic payment means stipu-
late payments before delivery. But this
also requires a reversal of the trust requi-
rements and manifests the importance of
making actions by the player accounta-
ble and disputable.

The feedback of the service providers
proved to be largely positive but also
acknowledged the problems intrinsic in
such prototypes, notably in installations
and stability, and the lack of maturity in
Java itself. The trusted user interface
gave them the necessary confidence;
they noted though that the graphical
quality could be improved. The main dif-
ficulties encountered were a lack of un-
derstanding of the inherent risks in net-
works, the importance of a clear authori-
sation of critical actions such as paym-
ents and signatures with a warning
function and the technical and legal pro-
blems in realising semantically unambi-
guous signatures on documents. This
makes it clear that in particular awaren-
ess for the real threats has to be raised
with education of users of electronic
commerce but also education of develo-
per of such systems.

Banks are much more aware of the risks.
They are rather prudent in the use of the
Internet for payments. In some countries
banks even slow down considerably the
growth of electronic commerce. In Eu-
rope the national structure of the finan-
cial institutes, notebaly the credit card sy-
stems, represent unsurmountable bar-
riers for a fast adaption of cross-border
commerce as all current trials of electro-
nic payment systems are limited to natio-
nal borders. A better acceptance of stan-
dards like SET and the introduction of
the Euro should overcome these
obstacles in the future.

The SEMPER Agreements

Signatures represent the cornerstone of
commerce, whether traditional or elec-
tronic, because they can make the signa-
tories liable for fulfilling terms of con-
tracts, offers, quotes, orders, payments,
receipts, etc. Therefore, for participants
to be willing to participate in electronic
commerce on a routine basis it is impera-
tive that they can also rely on a recogni-
sed equivalent of paper-based signatu-
res, i.e. digital signatures. The develop-
ment of the trusted certification services

62

which support digital signatures is of
particular importance.

Substantial work on digital signatures has
already been achieved. For example, the
model law of the United Nations Com-
mission on International Trade Law (UN-
CITRAL) provides for the acceptability of
international electronic contracts and di-
gital signatures, for legal and commercial
purposes. The German Signature Act re-
cognises the legal bindingness of digital
signatures, provided they rely on tamper-
resistant secure hardware. Other coun-
tries might follow the German approach,
or legislate differently. If the latter occurs,
uncertainty about the validity of digital
signatures will increase. In either case, im-
plementing these regulations, providing
users of electronic commerce with appro-
priate means, and giving them sufficient
confidence to use and accept digital sig-
natures will take significant time.

In order to remove uncertainty in this
area, and allow a quick and soft start of
mass electronic commerce, SEMPER pro-
poses a series of agreements that esta-
blish a set of rules for each role: buyer,
seller, bank, certification authority, etc.
Users playing this role can commit to
abide by these rules. Signatories of the
SEMPER agreements have a common le-
gal basis protecting them from unfore-
seen risks. They can safely conduct bu-
siness among themselves.

The concept of agreements does not re-
quire a priori contacts among the single
players making business, nor does it
mandates contracts between pairs of ro-
les. The agreement is signed on paper
with a third party. It establishes in ad-
vance the liability of the parties regarding
the future transactions which they might
want to conduct. Buyers are bound to
their own digital signature, thereby ta-
king some liability for the damage if their
signature key was compromised. Within
the limits established for a buyer's overall
liability, per transaction liability may also
be established. Within the scope of the
agreement, the third party maintains the
buyer's current liability status and, accor-
ding to the transactions conducted, it gu-
arantees to the sellers, by means of certi-
ficates delivered on a per transaction ba-
sis, that the buyer has not exceeded his
or her agreed current liability, and that
the buyer's signature key has not been
revoked. This scheme can easily be exten-
ded to ensure anonymity.

In addition, the agreements provide for
explicit rules regarding the validity period

of contracts, the choice of applicable
law, the conditions of sale. They regulate
offers, advertising, revocation of orders.
They promote awareness on the business
processes used to provide fair applicati-
ons, and on the need to carefully handle
signature keys, signing and revocation
procedures, etc.

Independent of the payment method
used, the agreement gives buyers the op-
portunity to benefit from the offers avai-
lable on the Internet, and, at the same
time, protects them against unacceptably
high damages, in spite of the fact that
they may be using insecure hardware vul-
nerable to trojan horse attacks (note that
smartcards without trusted I/O are highly
vulnerable too). It gives merchants and
service providers the opportunity to in-
crease their market share on the Internet,
while being assured that their customers
can be held liable for their signed orders.
Hence, it encourages sellers to offer their
goods and services over the Internet, and
buyers to implement transactions with li-
mited financial risk, thereby enabling a
practical and quick start to secure electro-
nic commerce.

Conclusion

The emerging global electronic market-
place urgently needs a security framework
that can encompass the full set of security
services required today and in the future.
The SEMPER project is working towards
achieving these goals. This paper has re-
viewed the objectives of the project, its
approach, its proposed architecture and
security services, and a proposal for an
agreement which aims to facilitate brin-
ging sellers and buyers to the Internet to
conduct business together. With its com-
prehensive and consistent approach to
the secure electronic marketplace, the
SEMPER project is positioned to contri-
bute substantially for making the vision of
global electronic commerce a reality.
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Zusammenfassung

Sicherheitsrahmen fiir den
weltweiten elektronischen Markt

Der elektronische Handel braucht
dringend mehr Sicherheit. Ein ent-
sprechendes System muss jedoch sy-
stematisch konzipiert und ausbaubar
sein, damit es den heutigen sowie
den zukinftigen Anforderungen
Rechnung tragen kann. Das Projekt
SEMPER (Secure Electronic Market-
place for Europe), das von der Eu-
ropaischen Kommission mitfinanziert
wird, will der Benutzerschaft zur er-
sten offenen und umfassenden Si-
cherheitslosung fur den elektroni-
schen Handel verhelfen. Dieser Bei-
trag gibt einen Uberblick tiber die
Anforderungen des Weltmarktes be-
zuglich Sicherheit und beschreibt die
Zielsetzungen des Projektes, seine
Definition von Sicherheit, seine Feld-
versuche und seinen Vorschlag zur Er-
hoéhung der Sicherheit im elektroni-
schen Handel.
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] NEWS

Die Vielfalt der
Niederspannungskabel

Die rasante Entwicklung der Kunststoffe macht auch vor isolierten Kabeln
nicht Halt. Genauso wie der Konstrukteur eine Vielfalt von technischen
Kunststoffen zur Auswahl hat, finden heute in der Kabelherstellung ver-
schiedenste Kunststoffe und Mischcompounds Verwendung.

edingt durch die Geschichte der
BKabelnormung, welche internatio-

nal gesehen vorwiegend material-
orientiert ist, fihrte diese Vielfalt auch zu
einer oft verwirrenden Anzahl an Kurz-
zeichen und Kabelbezeichnungen. Diese
Materialorientierung war Grund dafdir,
dass erst dann ein neuer Kunststoff ein-
gesetzt werden konnte, wenn dieser zu
einem Standardprodukt (Norm) wurde.
Dies wirkte sich behindernd auf Innova-
tionen aus, da neue Produkte per Defini-
tion nicht standardisiert sind. Im Jahre
1982 beschritt die Schweiz als Standort
verschiedenster Kabelhersteller neue
Wege. Mit der TP20B/3A entstand beim
SEV erstmals eine Prifvorschrift, welche
nicht material-, sondern gebrauchsorien-
tiert war.
Uber ein Klassifikationsschema spezifi-
ziert der Hersteller die Solleigenschaften
seines Produktes in Ubereinstimmung
mit dem vorgesehenen Anwendungs-
zweck. Entsprechend dieser Klassifikation
wird das Produkt —gemadss vorwiegend
international normierter Priifaufbauten —
auf die Erfullung dieser Solleigenschaften
hin Uberprift. Mittlerweile existiert be-
reits die 3. Ausgabe dieser Priifvorschrift,
welche nunmehr TP20B/3C:1997 heisst.
Dieses Beispiel machte international
Schule, sodass die neuen Normen fiir
Elektroinstallationsrohre (EN50086 sowie
IEC61386) heute ebenfalls nach einem
Klassifikationscode eingestuft werden.

Die heute in der Schweiz glltige Nor-

mengrundlage:

— far harmonisierte PVC-Kabel (bis max.
450/750V): HD21 in ihren Teilen

— fur harmonisierte PVC-Liftkabel (bis
max. 450/750V): EN50214:1997

— far harmonisierte Gummikabel (bis
max. 450/750V): HD22 in ihren Teilen

— fur Kabel fur unterirdische Verteilungs-
netze (0.6/1kV): HD603 (Teile 30, 4D,
5T, 6C, 7E, 8B)

— fur Kabel fur Kraftwerke mit besonde-
ren Eigenschaften: HD604 (Teil 5-H)

— fur nichtharmonisierte PVC-Kabel (bis
max. 0.6/1kV): SEV1101.1991

— far nichtharmonisierte Gummikabel
(bis max. 0.6/1kV): SEV1102.1991

— flr Spezialkabel (= alle anderen) (bis
max. 0.6/1kV): TP20B/3C:1997

Ansprechpartner
Produktequalifizierung des SEV, Daniel
Schneider, Teamleiter Kabel und Kunst-
stoffe, Tel. 01 956 14 34, Fax 01 956 11
22, E-Mail: daniel.schneider@sev.ch

Literatur

Die Normen des CENELEC und des SEV.
Zu beziehen bei der Drucksachenverwal-
tung des SEV:

SEV

Luppmenstrasse 1

CH-8320 Fehraltorf

Tel. 01 956 11 11

Fax 01 956 11 22

Beispiele

CH-N1TVV-UR
CH-N1VC4V-U

PVC-Hausinstallationsleitung
abgeschirmte PVC-Installationsleitung
T Installationsleitung (falls unterirdisch)

TTCIT Installationsleitung bewehrt

XT, XKT (XKN) V/PE-isoliertes Netzkabel

XTCIT VPE-isoliertes Netzkabel bewehrt
GKT (GKN) EPR-isoliertes Netzkabel

GTCIT EPR-isoliertes Netzkabel bewehrt

nach SEV1101.1991
nach SEV1101.1991
nach HD603, Teil 30
nach HD603, Teil 4D
nach HD603, Teil 5T
nach HD603, Teil 6C
nach HD603, Teil 7E
nach HD603, Teil 8B
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