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Security and ED/

Orla GREEVY, Berne

1  Abstract

The increasing use of Electronic Data Interchange (EDI)
in the marketplace has highlighted many aspects of ex-
isting commercial and legal practice which require ad-
aptation. Likewise, the business world enforces its re-
quirements on EDI, expecting it to offer the same level
of confidence to its users as the paper system it is re-
placing. Many EDI systems in operation today are con-
sidered as closed systems. They are based on proprie-
tary protocols and various message syntax standards,
which have been developed to meet specific national
and business requirements. These EDI systems are re-
ferred to as closed EDI systems and do not reflect the
need for open trading between business sectors. The
establishment of an ‘open’ EDI service is being pro-
moted at international level. This trend emphasizes the
need for a standardized, coherent approach to security
within EDI. Security is a crucial component contributing
to the success and expansion of an ‘open’ EDI service.
Common security procedures and tools based on inter-
national standards and tailored to the commercial envi-
ronment are vital if open EDI is to become reality in the
business world.

The security requirements of EDI have influenced and
accelerated the efforts of the international standards or-
ganizations such as CCITT and ISO in defining security
services for open systems. Although the OSI standards
for security limit the field of scope to the communica-
tions aspects of the EDI service, they identify security
threats and countermeasures in the form of security
mechanisms and functions which can be applied to the
entire EDI system.

Due to the diversity of business applications requiring
the EDI service, a standard security framework must be
defined. This should be flexible enough to enable secu-
rity policies specifying varying degrees of security to be
enforced. Security policies reflect the sensitivity of the
data involved in an EDI transaction. They also address
the concept of security for the entire EDI service. Rec-
ognized international-level security policies are intended
to satisfy legal requirements of international commercial
trading being conducted over EDI.

As existing EDI systems are currently well established,
the transition to EDI systems based on OSI standards
will not be immediate. During the transitory phase, ex-
isting EDI service providers could enhance their existing
EDI services with security functionality. Based on their

experience, they could also play an important role in de-
fining internationally acceptable security policies for
EDI.

2 Introduction

Security is a major concern in information processing.
Generally, security refers to a system of procedural, log-
ical and physical measures aimed at prevention, detec-
tion and correction of certain types of misuse, together
with the tools to install, operate and maintain these
measures [18]. Due to the nature of the data involved in
EDI, the security and confidentiality of an EDI service is
a fundamental requirement.

The security of an EDI service may be discussed at two
distinct, but closely related levels. At the abstract level,
the security requirements for EDI are considered from
the point of view of the legal and commercial world. This
includes aspects such as the definition of trading agree-
ments, which specify the degree of security required for
legal acceptability. At a more detailed level, the possibil-
ities for incorporating security features in a typical EDI
system and its component parts are considered. The
components of an EDI service include the application at
an end system, the messaging syntax used to represent
the trade data, and the communications network in-
volved in the transmission.

The adoption of OSI standards for EDI will facilitate the
overall requirement to provide a standardized approach
to security for the EDI service. The OSI standards pro-
vide the framework for defining internationally accept-
able methods of counteracting threats to security within
EDI communications, and thus present electronic alter-
natives to the existing manual checks present in the pa-
per-driven trading system. However, the need for defin-
ing standard security policies for the EDI service which
extend beyond the communications aspects and which
incorporate all aspects of the EDI service must be ad-
dressed.

In order to achieve a standard approach to security
within EDI, it is necessary to define a means to provide
standard security functions which act as generic build-
ing blocks to meet a wide range of security require-
ments. In recent years, efforts have been made at an in-
ternational level to define an EDI service for open sys-
tems. As EDI is involved with message passing between
distinct, geographically distributed applications, it has
been recognized as an ideal layer-7 application, in ac-
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cordance with the OSI reference model. The CCITT
X.435 and F.435 recommendations published in 1990 de-
fine protocols and service elements specifically for the
transmission of EDI messages in open systems [9, 10]. It
is therefore appropriate to review the security services
and mechanisms defined by the OSI standards, in par-
ticular those outlined in the X.800 recommendation [3].
The security requirements and service elements specific
to EDI messaging as defined by the X.435 and F.435 rec-
ommendations are dealt with here.

A standard approach to security should accommodate
the possibility to define varying security levels. Not all
EDI applications require the high level of security as
banking applications involved in the transmission of
funds. Providing an application with unnecessary secu-
rity increases the cost of data transfer and decreases its
efficiency. This emphasizes the requirement for the def-
inition of a security policy which consists of a set of
rules, outlining the procedures and mechanisms to
maintain the security of the system. Security policies
should reflect the fact that the security requirements of
a specific EDI application can vary, depending on the
sensitivity of data involved.

Another important consideration is that the migration to
OSl-based EDI systems will not be immediate. In the
transition period, the EDI service will consist of a num-
ber of interconnected heterogeneous systems based on
either proprietary or standardized protocols. The provi-
sion of standard security procedures under these cir-
cumstances could prove to be complicated. Standard
security policies for EDI can, however, be defined inde-
pendent of the underlying system. The VADS (value-
added and data services) companies, who generally pro-
vide the EDI services in operation today, could extend
their services to offer customers security features re-
quired by the commercial world. They could also play a
deciding role in the definition of security policies when
drawing up trading agreements between EDI partners.
In addition, due to their neutral position in an EDI trad-
ing agreement, they could provide an audit service of
EDI transactions, which is a basic legal requirement.

Security functionality may be provided as an embedded
feature of the EDI service and also by distinct applica-
tions known as security support applications. These pro-
vide the necessary facilities to achieve a secure EDI ser-
vice. It is desirable that such applications adhere to in-
ternational standards. A typical supportive application
would be a distributed directory service, which main-
tains a variety of information, including security attrib-
utes. The Directory Service, as defined in the CCITT
X.500 recommendations, is examined briefly, to consider
its ability to provide the necessary information and in-
frastructure to support and manage a secure EDI ser-
vice.

3  The Legal Requirements of an EDI
Service

The legal requirements for a secure EDI service identify
many of the issues which must be addressed when de-
fining security policies. The importance of security com-
mercially has been a major driving force in promoting

the work of the international standards bodies in the
field of security. The CCITT X.400 recommendations,
which were first published in 1984, did not include a def-
inition of security features. The lack of security for X.400
messaging is considered unacceptable, if it is to provide
the basis for commercial messaging applications such
as EDI. This situation has been remedied, as the X.400
1988 standards have been extended and now identify
security functionality for the Message Handling System
(MHS). In addition, the increasing use of EDI has chal-
lenged the legal and commercial world to adapt and
standardize their procedures to encompass electronic
trading. At present, legal requirements for business and
trade can vary from country to country. As EDI trading
extends beyond national borders, it requires an interna-
tional set of laws which outline the security measures
necessary for electronic trading.

At the request of the European Commission, the Inter-
national Chamber of Commerce (ICC), working through
a joint committee which includes representatives of ma-
jor intergovernmental and nongovernmental interna-
tional organizations, has now produced a set of uniform
rules of conduct for the interchange of trade data by
teletransmission (UNICD). UNICD facilitates the use of
EDI through a code of conduct accepted by the parties
engaged in electronic interchange. The UNICD rules
have been adopted by the United Nations Economic
Commission for Europe and provide a basis for estab-
lishing acceptable business practices. While these rules
form a useful basis, the TEDIS program is looking at the
need for a model interchange agreement which trading
partners can accept as a legal basis for their EDI imple-
mentation.

The basic legal requirements for EDI are the same as
those of the paper system being replaced. The EDI ser-
vice is required to reproduce the checks and customary
controls that currently exist for manual systems. Such
checks include:

a contract of agreement between trading partners
authentication of sender

nonrepudiation of sender and receipt

confidentiality of the EDI transaction

logging and storing of data for audit by a third party

The legal acceptability of documents generated from
electronically transmitted trade data must be estab-
lished. Although EDI cannot transmit a hand-written
signature, the service has the ability to incorporate
mechanisms to electronically authenticate the source of
the data transmitted and its correctness. Confidence in
electronic security mechanisms, provided in a standardi-
zed manner, will eliminate demands for paper docu-
ments and establish the acceptance of computer re-
cords.

31 Responsibility and Liability

The issues of responsibility and liability can be consid-
ered within the scope of a secure ED| system. Because
of the use of networks and computers, liability for er-
rors, malfunction of software and theft or fraudulent use
of data is uncertain. At present it is not defined to what
extent a network operator or software producer would
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be liable for loss of trading data or EDI service. As enter-
prises increase their reliance on EDI, it will become es-
sential to define standards which include these issues
within the scope of EDI transactions.

32 Auditing Electronic Transactions

Auditing of commercial transactions between compa-
nies is standard legal practice. This requires that suffi-
cient details of EDI transactions be retained in electronic
form to enable an audit to be carried out. International
acceptance of such an audit demands the development
of standards, stipulating what information must be re-
tained for audit.

An audit trail logs activity in computer systems for man-
agement control purposes, but could also be used by
auditors to verify figures in the accounts. The EDI trans-
actions, which are now electronically represented, must
be validated for their integrity by a third-party notariza-
tion company.

4  Standardization for Security and
Open-EDI

The term Open-EDI is used to describe a globally acces-
sible EDI service based on OSI| standards. Commercial
trading and legal requirements, outlined previously, re-
quire that standardization for a secure EDI service in-
clude many aspects which are considered beyond the
scope of OSI| standards. The Report on the Open-EDI
Conceptual Model [12] tackles this task by defining
Open-EDI as the electronic data interchange among au-
tonomous parties, using public standards and aiming
towards interoperability over time, business sectors and
information technology systems. This study suggests a
means of instantiating the exchanges of information be-
tween parties according to detailed, well-defined data
exchange agreements and protocols. Such agreements
are intended to inherently define specifically the level of
security required for a particular EDI transaction.

The need for the provision of security within EDI has
also been approached within the European community.
The TEDIS program, which is responsible for supporting
European user groups and organizations concerned with
EDI, emphasizes the need for adequate security provi-
sion within EDI systems. In early 1989, the Directorate
General Xl of the Commission of European Communi-
ties published the results of an extensive study on the
security requirements of EDI users as part of this pro-
gram. This study identified the following security
threats, which it considered directly applicable to an EDI
service:

— loss of service

disclosure of information

unauthorized network access by insiders
unauthorized network access by outsiders

The study also outlined the security features which
would be necessary to protect against these threats:

— user authentication
— message integrity
— confirmation of end-to-end delivery

— message confidentiality

— network service operational security

— auditability of EDI transactions

— network service harmonized security levels

— nonrepudiable confirmation of delivery and receipt of
EDI messages

In addition to this study, TEDIS hosted a workshop on
EDI security with the aim of examining how these basic
security requirements for EDI security could be met [1].
An important underlying aim was to focus the attention
of security specialists on the new situation being
brought about by the increased use of EDI in the com-
mercial world. The experts recognized the need to de-
fine security levels for the range of message types that
might be carried over widespread interconnected EDI
networks. As a result of this workshop, a model defining
varying levels of security and reflecting the require-
ments of a secure EDI service was proposed. Each se-
curity level corresponds to specific message categories
and their associated risks. The service level, for exam-
ple, is intended to define the quality of an EDI service
based on the security features available at that level.
The aim of this ‘levelled approach’ is to achieve a cost-
effective and standardized solution for a secure EDI ser-
vice.

5  An Overview of Security Threats

The following sections describe a number of general
threats to the security of an EDI system. In general,
threats to security can be classified as accidental or de-
liberate. While much of the concern over data security
relates to deliberate infiltration, the accidental disclo-
sure of information can be equally serious.

51 Disclosure of Information

Organizations maintain valuable information on their
computer systems. This information may be used by
other parties in such a way as to damage the interest of
the organization owning the information. Therefore, in-
formation must be protected against disclosure to unau-
thorzied internal and external sources.

52 Contamination of Information

Valuable information being transmitted between EDI
trading partners may become worthless if it is corrupted
with unauthorized information. It is therefore necessary
that the EDI service can guarantee the integrity of infor-
mation within the system.

53

Access to the resources of the EDI service should be
restricted to users and user applications that have been
authorized. Misuse and unauthorized use of resources
may lead to destruction, modification and loss of integ-
rity of information.

Unauthorized use of Resources
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54 Repudiation of Information Flow

Repudiation of information flow involves denial of trans-
mission or receipt of messages. Since EDI messages
can carry vital details of a business transaction such as
purchasing agreements or instructions for payment, the
system should make it impossible for an EDI user to re-
pudiate the transmission or receipt of an EDI message.

55 Denial of Service

Because of the increasing reliance by organizations on
EDI to perform trading, loss of service may have a sig-
nificant negative affect. Therefore, detection and pre-
vention of denial of service must be considered as part
of any security policy.

6  Security Countermeasures

Security facilities and security mechanisms act to coun-
ter threats within the EDI service. The term ‘security fa-
cility’ refers to a set of logically associated security
functions [18]. Security facilities can exist as an inherent
part of the EDI system, or they can be provided by dis-
tinct applications known as security support applica-
tions. These applications offer security functionality in
the form of security services to the EDI application.

There is no single countermeasure that completely
eliminates a security threat. Certain countermeasures
are more effective against specific threats than others.
However, the existing security mechanisms provide a
good deterrent to many possible deliberate attempts to
infiltrate an EDI system.

61 Cryptographic Techniques

Cryptography underlies many security facilities. Cryp-
tographic techniques provide a mechanism for enci-
pherment and decipherment of EDI messages. The EDI
message is encoded prior to transmission, so that if the
information is intercepted, it is not immediately intelligi-
ble. On reception, the message is decoded into its origi-
nal form. This ensures a level of confidentiality and in-
tegrity of the EDI message during transmission.

Cryptographic algorithms may be described as symmet-
ric or asymmetric. A symmetric algorithm is based on
the knowledge of a single key, which is used for both en-
cipherment and decipherment of the data. An asymmet-
ric algorithm uses one key, referred to as the ‘secret key’
to encode the data, and another key, referred to as a
‘public key’ to decode it.

Cryptographic techniques provide a basis for digital
signatures and encryption. For the purpose of encryp-
tion, the encoding key is made publicly accessible, while
the decoding key is kept secret. In this way, a partner in-
volved with transmitting a message can encode the
message using the intended recipient’s public key. The
secret key is used to decode the message; therefore,
only the intended recipient who is the sole possessor of
the secret key can interpret the message. In the case of
digital signatures, the converse is true. The decoding
key is made public, and the encoding key is secret. This
enables the recipient of a message to decode the mes-

sage and be sure of the originator. Encryption has the
effect of digital signature.

Cryptographic techniques can be used to counteract the
following security threats:

— message stream observation
— traffic analysis

— repudiation

— masquerade

— unauthorized connection

— modification of messages

The use of cryptographic techniques for secure EDI
messaging implies the availability of a service which en-
ables encryption and decryption of messages. In addi-
tion, a facility to generate, manage, store and distribute
cryptographic keys securely is also required.

62 Digital Signature Mechanisms

The term digital signature is used to indicate a particular
technique which can be used to provide security ser-
vices such as nonrepudiation and authentication. Digital
signatures require the use of asymmetric cryptographic
algorithms as outlined in the previous section. The es-
sential characteristic of a digital-signature mechanism is
that a signed data unit can only be created by the holder
of the private key. This means that the sender of a “dig-
itally signed” message cannot deny having sent the mes-
sage; therefore, it can be used to counteract the threat
of nonrepudiation. The verification of a signature can be
used to prove to a third party that only the unique holder
of the private key could have produced the signature.

63 Access Control Mechanisms

These mechanisms enforce a policy of limiting access to
a resource to only those who are authorized to use the
resource. Access control mechanisms are usually imple-
mented by means of passwording and access control
lists, which define the level of access to a specific re-
source. A given entity may authenticate its identity, and
this information is used to determine the capabilities or
rights of that entity. Access control policies can be en-
forced at the end system where the EDI application re-
sides, so that access to EDI information is restricted to
those who are authorized. Access control policies form
an integral part on the overall security policy for the EDI
service. Access control mechanisms are also appropri-
ate within the communications system.

Access control mechanisms may be based on use of one
or more of the following:

— access control information bases, where access rights
of peer entities are maintained

— authorization centers which maintain access control
information

64 Data Integrity Mechanisms

Data integrity mechanisms outline a means of corrup-
tion detection. They can be used to provide the integrity
of a single data unit or field or the integrity of a stream
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of data units. Determining the integrity of a single data
unit involves two processes, one at the sending entity
and one at the receiving entity. The sending entity ap-
pends a value which is a function of the data itself. The
receiving entity generates the corresponding value and
compares it with the received value to determine
whether the data has been modified in transit. Integrity
of a single data unit does not protect against the replay
of a single unit.

Data integrity for a stream of data units can be imple-
mented by means of sequence numbers, thus protecting
the data against misordering, loss of information, re-
playing and modification of the data.

65 Authentication Exchange Mechanisms

Entities gaining access to a distributed system will be
authenticated before being allowed to interact with
other entities, subject to an access control policy [18].
The entities that are accessed must also be authentic.
Systems supporting user authentication must ensure
the integrity and confidentiality of the credentials in-
volved. A standard means of exchanging authentication
between entities and users of the EDI system informa-
tion is required. Provision of a secure method for ex-
changing keys is beyond the scope of the X.400 stand-
ards [11].

Authentication mechanisms provide a means for an en-
tity to identify itself to another entity before it can inter-
act with it. Authentication is also necessary during data
transfer of EDI messages, so the recipient of a message
can be sure that the sender is indeed who he claims to
be.

66 Notarization Mechanisms

The notariziation mechanism is based on the concept of
a trusted third party (a notary), who is responsible in en-
suring certain properties about the information ex-
changed between two entities, such as origin, its integ-
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Fig. 1 Components of an ED| system

rity, or the time it was sent or received. The incorpora-
tion of notarization mechanisms in the EDI service will
enable it to provide audit information and thus satisfy
the legal requirement for commercial trading.

7 Security for EDI System Components

The following sections outline how the overall EDI sys-
tem can be enhanced with security features based on
the above-mentioned security mechanisms. The EDI
system is decomposed into component elements (fig.
1), and each element is examined with the view to
enhancing it with security functionality. The typical EDI
system can be viewed as a distributed application con-
sisting of the end system of an individual EDI trading
partner, an EDI message syntax such as EDIFACT or
ANSI X.12 which enables the coding interchanges ac-
cording to predefined rules, EDI conversion and transla-
tion software which is responsible for the conversion of
data from its internal representation at the end system
to a predefined messaging syntax, and EDI communica-
tion software, such as that provided by the X.400 mes-
sage-handling system environment.

71 End System Security

The OSI standards consider security of an end system
involved in the EDI services as a local issue, as it does
not affect the EDI-distributed application as a whole.
However, if security is not guaranteed locally, then the
measures adopted in the remainder of the system are ir-
relevant. The end system is considered as a trusted in-
terface by the other elements of the distributed applica-
tion. Standard security measures in the form of access
control mechanisms can be incorporated into the end
system, together with database security measures. Only
then can the confidentiality and integrity of the system
be guaranteed. From the legal point of view, the security
of the data maintained at the end system is just as im-
portant as when it is been transmitted over a network.
The requirement to prove the integrity of this data still
exists. The overall security policy for the EDI service
should satisfy legal and commercial requirements by
specifying security mechanisms and a recognized stand-
ard security level enforced at the end system.

72 Security in EDI Message Standards

Message syntaxes used to encode EDI messages are
defined independent of the communications network
used to transmit these messages. Therefore, a secure
EDI service can be provided by incorporating security
features within the message syntax and would be appli-
cable to both proprietary protocols and OSI (fig. 2 and
3). This discussion is based on EDIFACT message syn-
tax, which has recently been endorsed by ISO [19] and
has become the most widely accepted messaging
standard for the exchange of data for EDI.

Protection of all or part of an EDI message can be in-
cluded as an integral part of the information. Security
information is being defined for EDIFACT and can occur
within the message. This security information can be in
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ded in EDI message syntax

the form of a digital signature or integrity information.
Thus it can provide a means to guarantee the integrity
and authentication of the EDI message.

End-to-end security can be provided by means of an
EDIFACT acknowledgement. The UNB interchange
header segment of an EDIFACT message contains an
acknowledgement request indicator, allowing the sen-
der, A, to check if B, the recipient, has received and
identified the start and end of an EDI message. B may
perform detailed content verification. The interchange
agreement can spell out the degree of checking which A
can rely on when B sends back the acknowledgement.

The advantage in using security elements within the EDI
message is that end-to-end security can be provided in-
dependent of the network being used to transmit the
message. This has the obvious advantage in providing
an interim solution to many EDI security problems, with-
out having to wait for the EDI community to adopt the
OSl-standard EDI systems.

73 Network Security

This discussion of network security concentrates on the
security features defined in the OSI| and CCITT stand-
ards document. The scope of network security is limited
to providing security to messages while they are being
transmitted or stored within the network component
elements. The protocols used can include facilities to
protect the data from network security threats such as
nonrepudiation, eavesdropping and message integrity.
Message authentication and encryption techniques are
usually applied.

731 X.400 (88) Standards for Security
in OSI/

The X.400 (88) recommendations have been extended to
define security features for messaging. These security
features are provided by means of security services that
counter potential threats to the Message Transfer Ser-
vice (MTS). The security services are supported through
use of the service elements in the MTS message enve-
lope, referred to as the P1 envelope. The Pedi protocol
for EDI messaging relies heavily on the service elements
of the P1 envelope. Many of the security elements re-
quire encryption mechanisms.

A minimal knowledge of asymmetric public key encryp-
tion methods is required to understand how these secu-

rity features are provided. A possible method used to
provide message authentication and message integrity
is described here (fig. 4).

Originator

1. Apply a hash function to the content of the X.400
message. This reduces the number of bits of the X.400
message in such a way that all the original bits influ-
ence the outcome of the computation.

2. Encrypt the result of the hash function using asym-
metric public key encryption by using the originators
secret key.

3. Send the encrypted result of the hash function to-
gether with the message.

Recipient

1. Apply the hash function to the content of the mes-
sage received.

2. Decrypt the encrypted result of the hash function,
which was sent with the message using the origina-
tors public key.

3. Compare the results of the hashed X.400 message
with the decrypted hashed message.

This method can be used to guarantee the integrity of
the message and also to authenticate the originator of
the message. It is also suitable to provide additional
security features described in the following sections.

The security services defined by the CCITT recommen-
dations are briefly described below.

The authentication service

The authentication requires authentication information
comprising of locally stored information and data that is
transferred to facilitate authentication.

Peer entitiy authentication is a service provided for use
at the establishment of, or at any time during the data
transfer phase of connection to confirm the identities of
the entities wishing to communicate. This security fea-
ture provides confidence that an entity is not attempting
to masquerade.

Authentication information can also be transmitted as
part of a message. This enables the recipient of a mes-
sage to authenticate the recipient of the message and
be sure the originator is indeed who he claims to be.

EDI EDI
APPLICATION| APPLICATION
i i
L |

Scope of Security
confined to network
components

Fig. 3 Scope of security defined by OSI standards
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The data integrity service

This service is used to guarantee the integrity of the
data being transmitted between communicating enti-
ties. It ensures that the data are transmitted unalterd to
the receiving entity. This feature is similar to the concept
of a sealed envelope, which guarantees that the content
has not been tampered with since being sent. It can be
achieved by either symmetric or asymmetric encryption
methods. Using the method described above, if the de-
crypted hash, which was sent with the message is ident-
ical to the hashed content, then this provides proof that
the message has not been changed in any way, since no
one but the originator could have created the encrypted
result of the hash function.

Nonrepudiation service
This service is defined from two points of view:

— nonrepudiation with proof of origin of the data
— nonrepudiation with proof of delivery

The former protects against the threat that the sender
could deny sending the data or any of its contents. The
latter provides the sender of the data with proof of deliv-
ery. This will protect against any future attempts by the
recipient to falsely deny receiving the data or its con-
tents.

Confidentiality

This service can be provided by encrypting the message
with the public key of the intended recipient. The mes-
sage can then only be decrypted by the holder of the
secret key.

732 EDI Security as defined by X.435

The CCITT X.435 and F.435 recommendations define a
means of transmitting EDI messages in the MHS envi-
ronment. The boundary between the EDI application and
the EDI user agent (EDI-UA) is assumed by the standard
documents to be trusted. That is, the security of the

data being accessed by the EDI application is consid-
ered beyond the scope of the OSI recommendations.

The Pedi protocol provides security services as specified
in the X.400 (88) standards such as authentication, mes-
sage integrity, message confidentiality and confirmation
of end-to-end delivery. Authentication can be incorpo-
rated in EDlI messaging to prove that the message
comes from the claimed originator whose name (‘OR-
Name’) appears in the originator field of the message
header. This facility is similar to the concept of a manual
signature and is provided by using the original authenti-
cation features of the message transfer service [17].

Message integrity is an important feature of secure EDI
service, as it proves that the message submitted by the
originator has not been changed before it was received
by the recipient. It can also be used by employing the
asymmetric public key encryption techniques as previ-
ously described.

Message confidentiality is used to ensure that only the
recipient of the message can read the contents of the
message. Encryption techniques can also be used to
achieve this.

The X.435 recommendations include definitions of re-
quirements that are specific for EDI messaging, which
are not adequately covered in existing message-han-
dling system security services. An imporant aspect of
the EDI environment, which is not recognized within the
X.402 security mode, is the concept of EDI message re-
sponsibility. EDI message responsibility indicates
whether the EDI message has been made available to its
user by its EDI-UA. The security features available for
EDI messaging are outlined in the following sections.
Familiarization with the X.435 and F.435 recommenda-
tions is assumed.

The EDI message (EDIM)

The EDI message is contained in the P1 envelope trans-
mitted to the message transfer service by the EDI user
agent; therefore, it can make use of the security service
elements defined for all X.400 messages (fig. 5). In addi-
tion, security service elements are defined by X.435 as

ORIGINATOR |
CIPIENT
VELOP) (P1 envelope defines FIELDS FROM
security elements) UNB SEGMENT
EADING NOTIFICATION
+ Type Pedi REQUESTS
SECURITY
ELEMENTS
EDI EDI
CONTENT MESSAGE INTERCHANGE|
ED
o BODY

Body part n

Fig. 5 The structure of X.400 messages containing EDI
messages
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Common Field 1

Common Field 2

Common Field n

(If FN)
i~
Neg. Field 1 Forwarded Field 1 Pos. Field 1
Neg. Field 2 Forwarded Field 2 Pos. Field 2
l Neg. Field n l | Forwarded Field n | : ]Pos. Field n }

Fig. 6 The structure of the EDI notification

heading fields of the EDI message. These fields play a
role in the provision of security features specific for a
secure EDI service.

The EDI notification (EDIN) plays a significant role in the
provision of security features. The EDI message heading
field "EDI Notification Request’ can be used by the orig-
inator of a message to communicate his requirements
for the generation of a notification to the recipient. This
field consists of a sequence of three-bit strings, of
which the first selects the type of notification requested,
the second the type of security function applied to the
notification, and the third may be used to make security
requests for proof or nonrepudiation of reception of the
EDI message.

The EDI notification requests field is defined in ASN.1 as
follows:

EDINotificationRequestsField:: = SEQUENCE{
edi-notification-requests [0] EDINotificationRe-
quest,
[1] EDINotificationSecur-
ity,
edi-reception-security [2] EDIRecptionSecurity}
EDINotificationRequests::=BIT STRING{

pn (0),

nn (1),

fn (2)}
EDINotificationSecurity:: = BIT STRING{

proof (0),

non-repudiation (1)}

edi-notification-security

The security elements depicted in figure 4 consists of
the EDI application security elements field, which en-
ables the EDI application to exchange security elements
having end-to-end significance. This field is discussed in
more detail in a later section.

The EDI notification

The EDI notification is crucial for EDI messaging secu-
rity. It can either be a positive (PN), a negative (NN) or a
forwarded (FN) notification (fig. 6). The field involved
with security, the security elements field, is common to
all three types of notifications. This field is defined in
ASN.1 as follows:

SecurityElementsField:: = SEQUENCE{
original-content [0] Content OPTIONAL,
orginal-content-integrity- [1] ContentintegrityCheck

check OPTIONAL,
edi-application-security- [2] EDIApplicationSecu-
elements rityElementsField OP-

TIONAL,
[3] SecurityExtensions-
Field OPTIONAL}

security-extensions

The role of these fields in the provision of secure EDI
messaging is discussed in detail in the following sec-
tions.

Proof of EDI notification

This enables the recipient of an EDI message to create
an EDI notification (EDIN) which can be used by the re-
cipient of the EDIN as a means of authenticating the
originator of the EDIN. This provides the means of con-
firming of end-to-end delivery of an EDI message be-
tween EDI| user agents and can be used to counteract
and detect the loss of the EDI service. The originator of
a message requests an EDIN with authentication. The
recipient of the message recognizes that it is required to
generate an authenticated EDIN using the asymmetric
public key encryption techniques. The originator can
then verify the authenticity of the EDIN on receipt and
therefore be sure that the recipient has received the EDI
message.

Nonrepudiation of the EDIN

This provides the recipient of an EDIN with proof of its
origin, which will protect against any attempt by the
originator of the EDIN from falsely denying having sent
it.

Proof of content received

This enables the originator of the EDI message (EDIM)
to authenticate that the message content received by
the recipient was the same as the message content ori-
ginated by the originator. This facility is similar to the
commercial practice of the recipient sending a photo-
copy of the trading document received [11]. The fields of
the EDIN provide the mechanisms to request this facil-
ity.

The following steps are used to provide proof of content
received:

Originator of EDIM:

a) Request an EDIN with authentication. This s
achieved by setting the notification security field of
the EDIN request field to the value ‘proof’. In addi-
tion, apply a hash function to the content of the mes-
sage, encrypt the result of the hash function and
transmit it together with the message.

Recipient of the EDIM, originator of the EDIN:

b) If the received EDIM requests an EDIN with ‘proof’,
use the authentication procedure to generate the
EDIN. In addition, place the encrypted result of the
hash function generated in a) above in the original
content integrity check field of the EDIN.
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Originator of the EDIM, recipient of the EDIN:

c) When the EDIN is received, use the verification
procedures in order to prove the originator of the
EDIN is indeed the originator indicated by the origi-
nator field in the EDIN.

In addition, verify that the encrypted result of the hash
function generated in a) matches the value in the origi-
nal content integrity check field of the EDIN.

Nonrepudiation of content originated

This provides the recipient of the EDIM with proof of the
originated message content, which protects against any
attempt by the originator to falsely deny originating the
message content.

Nonrepudiation of content received

This provides the originator of the EDIM with proof that
the message content received was the same as the mes-
sage content originated. This proof will protect against
any attempt by the recipient to falsely deny the content
of the EDIM received.

Table | shows the provision and use of secure messag-
ing elements of service by message-handling system
components.

Table I. Elements of Service

Elements of Service EDIM MTS EDIM
Originator Recipient

Proof of EDI Notifica-

tion U — P

Non-repudiation

of EDI Notification U — P

Proof of Content

Received U — P

Non-repudiation of

Content Originated P — U

Non-repudiation of

Content Received U — P

Legend
P = a provider of the service
U = a user of the service

EDI application security elements

The EDI application security elements field of the EDIM
heading and of the EDIN allow the EDI application to ex-
change security elements having end-to-end signific-
ance. The X.435 standard does not specify how these
fields should be used.

One possible usage of the security elements field would
be to provide authentication of the EDI application that
created the EDI interchange. In this case a hash function
would be applied to the EDI interchange and encrypted
using the EDI application’s secret key and placed in the
security elements field of the EDIM. The recipient EDI
application would apply the hash function to the re-

ceived EDI interchange and decrypt and compare the
contents of the security elements field using the public
key of the originating EDI application. Clearly this field
could also be used to guarantee end-to-end integrity of
the EDI interchange.

8 The Role of Value-Added Data Services
(VADS) in Security

The EDI service providers, generally referred to as VADS
companies, are in an ideal position to extend their exist-
ing EDI services to incorporate security features, thus
satisfying the legal and commercial requirements previ-
ously outlined. Due to their practical experience and es-
tablished position in the EDI market, they could become
the focal point for the definition of security policies and
standard communications agreements between EDI
trading partners. This would also satisfy a legal require-
ment to involve an independent third party in EDI busi-
ness transactions.

These companies could assume the role of security ad-
ministrators within an EDI system. A security adminis-
trator is an authority responsible for implementing a
given security policy and the management of security in-
formation [18]. They would therefore assume responsi-
bility for the EDI interchange within the scope of the ne-
twork service they were providing. Security administra-
tion involves, on the one hand, the gathering of informa-
tion about the EDI system. This information could pro-
vide the basis for an audit of EDI transactions. On the
other hand, the security administrator is responsible for
the entering and maintaining security information on the
entities and users of the EDI system such as identities,
credentials, access rights, cryptographic keys, etc.

The VADS security administrator of one specific closed
EDI system could cooperate with security administrators
of other EDI systems to ensure that a specific level of
security is maintained when interworking is required.

VADS could also provide security-supportive applica-
tions necessary to enhance the EDI service with secu-
rity. A security-supportive application is a specific type
of application that provides security service at applica-
tion level rather than being embedded in the communi-
cations architecture [18]. VADS could provide directory
services to its EDI customers, which maintain informa-
tion on location of other EDI users and their associated
attributes and security information.

Scope for extension of the services of VADS companies
exist in the provision of the following services, which
would indeed be recognized by their customers as true
added value:

— naming and registration of users

— digital signatures

— notary services

— encryption and key issue management
— service levels

— gateway conversion between networks
— confirmation of sending and delivering
— logging and tracing of messages

— use of external audit
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— security segments in messages
— responsibility and liability

9  The Role of X.500 in EDI Security

This section briefly reviews the CCITT X.500 standard
from the point of view of providing the infrastructure for
a secure EDI service. The X.500 series of standards
specify methods of providing a global distributed direc-
tory service. It manages information objects which con-
tain information about objects in the real world [16].
These objects are modelled as entries in an information
base termed the Directory Information Base (DIB). A di-
rectory entry consists of one or more attributes. An at-
tribute consists of a type and at least one value. The di-
rectory is extensible in that it defines several common
types of objects and attributes and allows the definition
of new objects and attributes. This extendibility will be-
come an important factor as new OSI applications are
developed that make use of the directory.

Use of directory services by EDI will become a neces-
sity, as ‘open’ EDI relations are established. The X.500
directory could provide a means of storing security in-
formation necessary to enable the secure exchange of
data between arbitrary partners within the EDI system.
The use of cryptographic techniques in providing secu-
rity features for an EDI service implies a need for key
management. Key management encompasses the gen-
eration, distribution and control of cryptographic keys.
This service would be incorporated into the X.500 direc-
tory service.

Public keys are learned by obtaining verifying certifi-
cates, data structures that bind names to public keys.
Certification authorities issue public key certificates
which provide a trusted binding of the entities name to a
public key. This service could also be provided by the
X.500 directory.

10 Conclusions

Security issues encompass a broad field of topics which
will all play an important role in achieving a secure
Open-EDI service. A standardized approach to security
and EDI is essential and must consider this complex sit-
uation at the abstract as well as at the detailed levels.
The relationship between business partners wishing to
trade by using EDI requires a standard definition in order
that the transactions can be controlled by an independ-
ent third party service using recognized methods. In this
way the EDI service could provide the necessary level of
confidence in its integrity, thus satisfying legal require-
ments imposed on it by the commercial world.

The need for defining levels of security depending on
the type of data involved in the transaction has also
been recognized. This requirement should not involve
compromising the standardization of a secure EDI ser-
vice. On the contrary, the incorporation of security levels
is regarded as an integral part of the definition of a
standardized but flexible secure EDI service.

In the interim and possibly in the long term also, VADS
could extend their services to incorporate security fea-
tures. In this manner they could assume the responsibil-

ity of satisfying the legal requirements of EDI and thus
provide true added value to their customers.

Glossary of Terms

ANSI American National Standards Institute

ASN.1 Abstract Syntax Notation One

CCITT Comité Consultatif International Télégraphi-
que et Téléphonique

DIB Directory Information Base

EDI Electronic Data Interchange

EDIFACT Electronic Data Interchange for Finance, Ad-
ministration, Commerce and Trade

EDIM EDI Message as defined by CCITT X.435

EDIN EDI Notification as defined by CCITT X.435

EDI-UA EDI User Agent

FN Forwarded EDI Notification (CCITT X.435)

ICC International Chamber of Commerce

ISO International Standards Organization

JTCI/SWG Joint Technical Committee 1 / Software
Working Group

MHS Message Handling System

MTS Message Transfer System

NN Negative EDI Notification

ORName Originator Recipient Name
oSl Open Systems Interconnection
Pedi Protocol for EDI as defined in CCITT X.435

PN Positive EDI Notification

TEDIS Trade Electronic Data Interchange Systems

UNB EDIFACT Interchange Header Segment

UNICD Uniform Rules for Conduct for the Inter-
change of Trade Data by Teletransmission
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Zusammenfassung
Sicherheit und ED/

Die vermehrte Nutzung des
elektronischen Datenaustau-
sches EDI am Markt hat ge-
zeigt, dass verschiedene
Aspekte der heutigen kom-
merziellen und rechtlichen
Praxis noch Anpassungen er-
fordern. Die Geschaftswelt
erwartet, dass der elektroni-
sche Datenaustausch den-
selben Stand bezlglich Si-
cherheit und Vertraulichkeit
erreicht wie das bisher ubli-
che Verfahren mit Papier. Die
Tendenz zu «offenen» EDI-
Systemen auf internationaler
Ebene unterstreicht die Not-
wendigkeit einer genormten,
umfassenden Behandlung
der Sicherheitsaspekte. Die
Sicherheitsanforderungen
haben die Bemuhungen der
internationalen Normenorga-
nisationen wie CCITT und
ISO zur Definition von Si-
cherheitsdiensten in offenen
Systemen beeinflusst und
beschleunigt. Mit anerkann-
ten Sicherheitsregeln auf in-
ternationaler Ebene beab-
sichtigt man, den rechtlichen
Anforderungen des interna-
tionalen Handels zu gentigen.
Da heutige EDI-Systeme be-
reits gut eingefihrt sind,
werden sie von den auf OSI-
Normen beruhenden Syste-
men nicht sofort abgelost
werden. In der Ubergangs-
phase konnen EDI-Dienstan-
bieter ihre Dienste mit Si-
cherheitsfunktionen aufwer-
ten und mit ihren Erfahrun-
gen zum Erstellen internatio-
nal anerkannter Sicherheits-
regeln beitragen.

Résumeée

Sécurité et EDI

Le recours toujours plus fré-
quent a l’échange de docu-
ments informatisés (EDI)
montre que divers aspects de
la pratique commerciale et
juridique actuelle doivent en-
core étre adaptés. Les utilisa-
teurs du monde des affaires
s’attendent a ce que la sécu-
rité et la confidentialité de
'ED| soient comparables a
celles des documents sur pa-
pier. La tendance a créer des
systémes EDI «ouvertsy a
I’échelle internationale mon-
tre la nécessité de normaliser
et de traiter de maniere glo-
bale tous les critéres de sé-
curité. Cette nécessité de sé-
curisation a contribué a acce-
lérer les efforts des orga-
nismes internationaux de
normalisations, tels que le
CCITT et I'lSO, au sens d’une
définition de services de sé-
curité dans des systémes
ouverts. En mettant en place
des regles de sécurité recon-
nues sur le plan mondial, on
souhaite satisfaire les exi-
gences juridiques du com-
merce international. Les sys-
temes EDI actuels étant déja
bien introduits, ils ne seront
guére remplacés sous peu
par des procédés reposant
sur les normes OSI. Durant
une phase transitoire, les
fournisseurs de services EDI
pourront valoriser leurs pres-
tations en les liant a des
fonctions de sécurité et
contribuer par les expe-
riences faites a établir des re-
gles de sécurité internationa-
lement reconnues.

nology.

Riassunto

Sicurezza e EDI/

Data la crescente commer-
cializzazione dello scambio
elettronico dei dati EDI & ne-
cessario adattare ancora di-
versi aspetti di natura econo-
mica e giuridica nella prassi.
Il mondo degli affari si at-
tende che lo scambio elettro-
nico dei dati raggiunga in
fatto di sicurezza e affidabi-
lita lo stesso livello raggiunto
finora dallo scambio di dati
su supporto cartaceo. La ten-
denza verso sistemi EDI
«aperti» a livello internazio-
nale sottolinea la necessita di
trattare in modo completo e
standardizzato gli aspetti
concernenti la sicurezza. Le
esigenze di sicurezza hanno
influenzato e accelerato gli
sforzi delle organizzazioni di
normazione internazionali
come il CCITT e I'ISO volti a
definire i «servizi di sicu-
rezzay in sistemi aperti. L'in-
troduzione di regole di sicu-
rezza riconosciute a livello in-
ternazionale deve consentire
di soddisfare le esigenze del
commercio internazionale in
materia giuridica. Dato che
sono gia ben introdotti, gli at-
tuali sistemi EDI non ver-
ranno subito sostituiti con i
sistemi basati sulle norme
OSI. Nella fase transitoria, i
fornitori di servizi EDI pos-
sono rivalutare i loro servizi
dotandoli delle funzioni di si-
curezza e contribuire con le
loro esperienze all'allesti-
mento di regole di sicurezza
riconosciute a livello interna-
zionale.

Summary
Security and EDI

The increasing use of Elec-
tronic Data Interchange (EDI)
in the marketplace has high-
lighted many aspects of ex-
isting commercial and legal
practice which require adap-
tation. Likewise, the business
world enforces its require-
ments on EDI, expecting it to
offer the same level of confi-
dence to its users as the pa-
per system it is replacing.
The trend towards «open»
EDI systems emphasizes the
need for a standardized, co-
herent approach to security.
The security requirements
have influenced and acceler-
ated the efforts of the inter-
national standards organiza-
tions such as CCITT and ISO
in defining security services
for Open Systems. Recog-
nised international level se-
curity policies are intended
to satisfy legal requirements
of international commercial
trading. As existing EDI sys-
tems are currently well
established, the transition to
EDI Systems based on OSI
standards will not be imme-
diate. During the transitory
phase, existing EDI Service
providers could enhance
their existing EDI services
with security functionality.
Based on their experience,
they could also play an im-
portant role in defining inter-
nationally acceptable secu-
rity policies for EDI.
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